Cyber protect brief
Following our recent meeting; please see below a list of suggested actions, you may wish to undertake.  These are designed to help prevent you becoming a victim of Cyber enabled crime and create a better sense of Information security around your home/business.
	No.
	Action
	Rationale/comment

	1
	Change the current password (PW) for all your email accounts.










This will lock out anyone that has previously had access to your emails
	If your PW is known to another, they may be able to access your account at work/home internally or externally; or emails from the web without you noticing.

They can then monitor all you email traffic and be aware of contracts, payments, invoices, or other personal information.  Set up rules to divert your emails so you do not get to see them and then communicate to others using your details and arrange mandate frauds/ID theft etc.

NOTE:  PW should be between 12-16 digits long, the longer the better.  Using upper & lower case, numbers and special features (i.e. !”.,:@).

 AND NEVER REPEATED.

	2
	Complete the same process for ALL other accounts.  Bank account, websites, groups, memberships etc.

Also complete this for social media, i.e. fb, twitter, instagram etc.
	Again NEVER REPEAT A PW

You may consider storing your PW in an encrypted password program tor such as keychain.  You may also consider writing the PW down.  If so, place in a book without highlighting it has PW it.  Cover in a plan envelope and place in a very safe place (such as a Safe).  This will cause you administrative delays but you will be able to show that your PW security is well protected.

	3
	Ensure you have active, up to date Antivirus (AV) that includes firewall, spyware and malware protection.
	Check the licence is in date, check the account is active and be aware when the last scan was performed.

Use AV on all end devices, such as Computers, laptop, smart phones, IPad (including apple devices) etc.

	4
	Ensure all security patches have been uploaded.  I.e. from your operating system. Microsoft release new security updates most Tuesday evenings.   Update all of your APP’s on your phones and other devices 
	The software company has identified a security risk and provided a free upgrade to protect you.  The hacker will be aware of these security gaps, and will be looking for devices that have not upgraded.

Only use official APP stores such as Apple store or Google store.

	5
	Back up any data you would hate to lose, or that is personal data.  Pay particular attention to the personal data of your customers, staff etc as due to GDPR you must be able to manage all personal data, secure it, and delete it if requested. [May 2018]
	Several backups are advised.  
· 1x external at least 6 months old.
· 1x recent.  External to your server (i.e. not permanently connected)  Depending on your company 1 day, 1 week 2 weeks or monthly – ask yourself what is required by your industry, what is desirable and practical.  
· Cloud storage may be relevant, but you are still responsible for the security of data and any loss.  Consider security services and location of data centre.
· Consider how much work would it take if you lost your system data and needed the backups.  Check backups actually work.

	
	Turn off device/server when not in use, particularly overnight.
	Keeping devices on overnight has an increased risk of attack. There are many computers around the world seeking idyll devices to attack.

	
	Change default settings of your routers.
	  The PW is not secure and is available on the dart web.
· Go to hub manager; change the router name so it does not tell anyone your company/household name or name of the router.
· Change both PW and admin PW (remembering PW advice above).
· Re-pair all devices to your router, i.e. printers, phones, TV.  Check for unknown devices.
· Turn off the SSID.

	6
	Remove date of birth and other personal details from your social media accounts.  
	To reduce hostile social engineering possibilities.

Consider removing GPS metadata from photos or when you tell everyone you are not in or going away.  Details about your work email account, job description, activities.  Also consider close family and work colleagues (what are they saying about you and your company).

	7
	Physical security
	Is your office locked when unattended?  Can people gain entry to your office, server, etc. without your knowledge?  Do for have sufficient doors, locks, alarms, or monitoring.  Are cabinets for paper documents locked.

How is your post handled, is it left in external post boxes, trays etc. for people to remove.

	8
	Report ALL thefts, frauds, cyber issues to Action Fraud.  
	This will allow the Police to be aware, warn others, take steps to identify the offenders and take action.  If it is not reported it cannot be actioned.

When GDPR becomes law in May 2018, you will only have 72 hours to report any breach or loss of data.  You will need to show you took all reasonable steps to protect the personal data, otherwise you will face a very high fine and possibly criminal action as Directors, leads of a company.

	9
	You may consider it prudent for you and your staff to read a quick FREE e-book that may help
	http://www.omic.pub/cybercrime


	10
	Contact cyberprotect@bedfordshire.pnn.police.uk

	A point of contact (POC) If you have any incident or wish for additional help or advice.

	

	
	Below are some presentations about Cyber essentials (CE), ISO27001, 

	


	
	and GDPR that you may wish to consider.
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3 Questions to Start
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What percentage of FSB members have Cyber Essentials or ISO 27001?



Do you know…

Source: FSB “Cyber Resilience: How to protect small firms in the digital economy”

2%
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According to a recent Federation of Small Businesses (FSB) document, “Cyber Resilience: How to protect small firms in the digital economy”, only 2% of member organisations have either Cyber Essentials or ISO27001. 
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Did you know…

Source: FSB “Cyber Resilience: How to protect small firms in the digital economy”

Phishing emails

Spear phishing emails

Malware attacks

49%

37%

29%

Password Policy

Documented incident plan

24%

4%
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In the same report, only 4% had a documented Incident plan, and less than a quarter (24%) had a password policy



These figures would suggest that more needs to be done by SMEs, but this probably because they need more help, education and guidance which is pragmatic and cost effective in nature.  
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Complicated is not always best
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Today’s Topics

Cyber Essentials



ISO 27001



How do you choose
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Cyber Essentials

and

Cyber Essentials Plus
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The journey so far

Making the UK a Safer Place to do Business



2011

Cyber Essentials

2014

Ten Steps to Cyber Security

2012
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Government requirement



Industry recognition



Threat protection



Customer expectation

Why Cyber Essentials?
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26 Controls in total

Content

Boundary Firewalls 

and 

Internet Gateways

Access Control

Malware Protection

Patch Management

Secure Configuration

External Penetration Test
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Boundary firewalls and internet gateways – This looks at rulesets and protocols, documented change control and password management, to protect against unauthorised access to and from your network.



Secure configuration – This covers removal of unwanted software, appropriate password management, personal firewalls and user account management, to help ensure that endpoints are protected. 



Access control – This set of controls is all about making sure that only those who need access to a system are given access, that passwords are managed appropriately and that accounts are removed when no longer needed. 



Malware protection – These controls cover anti-virus software, updates to that software and regular scanning. 



Patch management – In some ways this is similar to malware protection, but covers updates to all software, the removal of unsupported software and appropriate licensing. 

11



Self Certification



Third Party Certification



Annual recertification

How
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ISO / IEC 27001
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The Journey

1995

BS7799 Introduced

1998

BS7799 Revised

2000

Adopted as ISO/IEC 17799

2005

ISO/IEC 17799 Revised

2007

ISO/IEC 27002 Adopted

2013

ISO/IEC 27002 Revised
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Global brand



Industry recognition



Threat protection



Customer expectation

Why ISO 27001?

















Visit: www.pgitl.com













114 controls in total



Content

Information Security Policies

Organisation of Information Security

Human Resources Security

Asset Management

Access Control

Cryptography

Physical and Environmental Security

Operations Security

Communications Security

System Acquisition, Development and Maintenance

Supplier Relationships

Information Security Incident Management

Information Security aspects of Business Continuity Mangement

Compliance
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Information Security Policies – Covers the existence of policies, and confirms they are available for review



Organisation of information security – Includes roles and responsibilities, segregation of duties, inclusion in project management, mobile devices and remote working



Human resources security – Covers the joiners, movers and leavers processes



Asset management – This section covers asset ownership and inventory, classification and handling, transfer and disposal, including removable media



Access control – This looks at the access control policy from a business perspective, user provisioning and deprovisioning, restrictions on access and user responsibilities



Cryptography – Covers encryption key management and control



Physical and environmental security – This section looks at secure areas, protection of equipment and cabling, maintenance and removal, security off-premise, secure disposal and reuse, clear desk policy etc.



Operations security – Includes operational procedures and responsibilities, protection from malware, backups, logging and monitoring, installation of software, patch management and audit controls



Communications security – Covers network controls and segregation, information transfer and confidentiality



System acquisition, development and maintenance – Looks at security requirements of information systems including services on public networks, protecting transactions, including security in development and support processes, and protecting test data



Supplier relationships – Ensures that information security considerations are met when setting out Third Party relationships and service delivery management



Information security incident management – Covers the management of information security incidents and lessons learned / improvements



Information security aspects of business continuity management – Looks at continuity and availability of information security related services and controls



Compliance – This covers compliance with legal and contractual requirements and regulations, and information security reviews 



16



Timescales



Third Party Certification



Maintenance Visits



3-Yearly Recertification

How
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Cyber Essentials 

v

ISO / IEC 27001







Visit: www.pgitl.com













Visit: www.pgitl.com

Comparison

Review

CE

CE Plus

ISO27001

Internal

External

External
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Comparison

CE

CE Plus

ISO27001

Frequency

Annual

Annual

3 Years
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Comparison

CE

CE Plus

ISO27001

Domains

5

5

14
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Comparison

CE

CE Plus

ISO27001

Controls

26

26

114
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Comparison

CE

CE Plus

ISO27001

Time

1-2 Days

3-5 Days

6-9 Months
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Comparison
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How do you choose?
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Costs



Benefits



Risks



Opportunities



GDPR
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Today we talked about…

History



What they are



Selection



Next steps
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Complex is not always best

Remember…	



Photo: CEN

Romantik Seehotel Jaegerwirt in Austria
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PGI Portal:

	https://cyberservicesportal.pgicyber.com



PGI Services:

	https://pgicyber.com/products



This presentation:

	http://bit.ly/2jCnDMT



         @PGICyber and @SteveMair13



Thank You
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GDPR & May 2018 


Implications for business


Alan Calder


Founder & Executive Chair


IT Governance Ltd


February 2017


www.itgovernance.co.uk
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Introduction


• Alan Calder


• Founder – IT Governance Ltd


• The single source for everything to do with IT governance, cyber risk 


management and IT compliance


• IT Governance: An International Guide to Data Security and ISO 27001/ISO 


27002, 6th Edition (Open University textbook) 


• www.itgovernance.co.uk
•



http://www.itgovernance.co.uk/?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice

http://www.itgovernance.co.uk/shop/Product/eu-gdpr-a-pocket-guide?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice

http://www.itgovernance.co.uk/shop/Product/eu-gdpr-a-pocket-guide?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice

https://www.itgovernance.co.uk/shop/product/it-governance-an-international-guide-to-data-security-and-iso27001iso27002-sixth-editionhttps:/www.itgovernance.co.uk/cyber-essentials-scheme?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice

https://www.itgovernance.co.uk/shop/product/it-governance-an-international-guide-to-data-security-and-iso27001iso27002-sixth-editionhttps:/www.itgovernance.co.uk/cyber-essentials-scheme?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice

https://www.itgovernance.co.uk/shop/product/nine-steps-to-success-an-iso-27001-implementation-overview-third-edition?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice

https://www.itgovernance.co.uk/shop/product/nine-steps-to-success-an-iso-27001-implementation-overview-third-edition?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice
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IT Governance Ltd: GRC One-Stop-Shop


All verticals, all sectors, all organizational sizes



https://www.itgovernance.co.uk/about?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice

https://www.itgovernance.co.uk/about?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice
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Agenda


• An overview of the regulatory landscape and territorial scope


• Principles of the EU GDPR


• Breach notification rules


• Data subject rights


• Changes to consent 


• Processor liabilities


• Role of the Data Protection Officer


• International transfers


• Regulators and pan-European consistency


• Steps to prepare for compliance


4
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The nature of European law


• Two main types of legislation:


– Directives


º Require individual implementation in each Member State 


º Implemented by the creation of national laws approved by the parliaments of 


each Member State


º European Directive 95/46/EC is a Directive


º UK Data Protection Act 1998


– Regulations


º Immediately applicable in each Member State 


º Require no local implementing legislation


º EU GDPR is a Regulation







Data protection model 


under GDPR 


Information Commissioner’s Office (ICO)
(supervising authority)


Data controller
(organisations)


Data subject
(individuals)


Data 
processor


Third 
countries


Third 
parties


Duties


Rights


Disclosure?


Inform?


Security?


Guarantees?


Assessment
Enforcement


European Data Protection Board
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Articles 1 – 3: Who, and where?


• Natural person = a living individual


• Natural persons have rights associated with:


– The protection of personal data


– The protection of the processing personal data


– The unrestricted movement of personal data within the EU


• In material scope:


– Personal data that is processed wholly or partly by automated means;


– Personal data that is part of a filing system, or intended to be.


• The Regulation applies to controllers and processors in the EU 


irrespective of where processing takes place.


• It applies to controllers not in the EU
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Remedies, liabilities and penalties


• Natural Persons have rights


– Judicial remedy where their rights have been infringed as a result of the 


processing of personal data.
º In the courts of the Member State where the controller or processor has an establishment.


º In the courts of the Member State where the data subject habitually resides.


– Any person who has suffered material, or non-material, damage shall have the 


right to receive compensation from the controller or processor.


– Controller involved in processing shall be liable for damage caused by 


processing.


• Administrative fines


– Imposition of administrative fines will in each case be effective, proportionate, 


and dissuasive
º taking into account technical and organisational measures implemented;


– € 10,000,000 or, in the case of an undertaking, up to 2% of the total 


worldwide annual turnover of the preceding financial year 


– € 20,000,000 or, in case of an undertaking, 4% total worldwide annual 


turnover in the preceding financial year   
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Article 33: Personal Data Breaches


• The definition of a Personal Data Breach in GDPR:
– A 'personal data breach' means a breach of security leading to the accidental or 


unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, 
personal data transmitted, stored or otherwise processed. 


• Obligation for data processor to notify data controller
– Notification without undue delay after becoming aware


– No exemptions


– All data breaches have to be reported


• Obligation for data controller to notify the supervisory authority
– Notification without undue delay and not later than 72 hours


– Unnecessary in certain circumstances


– Description of the nature of the breach


– No requirement to notify if unlikely to result in a high risk to the rights and 
freedoms of natural persons


– Failure to report within 72 hours must be explained
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Article 99: Entry into force and 


application


This Regulation shall be binding in its entirety and directly 


applicable in all Member States. 


KEY DATES


• On 8 April 2016 the Council adopted the Regulation. 


• On 14 April 2016 the Regulation was adopted by the European Parliament.


• On 4 May 2016, the official text of the Regulation was published in the EU Official 


Journal in all the official languages. 


• The Regulation entered into force on 24 May 2016, and applies from 25 May 2018.


• http://ec.europa.eu/justice/data-protection/reform/index_en.htm


• ICO AND UK GOVERNMENT CONFIRM THAT GDPR WILL APPLY IN THE UK 


IRRESPECTIVE OF BREXIT


Final Text of the Directive: http://data.consilium.europa.eu/doc/document/ST-


5419-2016-REV-1/en/pdf



http://ec.europa.eu/justice/data-protection/reform/index_en.htm

http://data.consilium.europa.eu/doc/document/ST-5419-2016-REV-1/en/pdf
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Rights of Data Subjects


• The controller shall take appropriate measures to provide any 
information … relating to processing to the data subject in a concise, 
transparent, intelligible and easily accessible form, using clear and plain 
language (Article 11-1)


• The controller shall facilitate the exercise of data subject rights (Article 
11-2)
– Rights to


º Consent 


º Access 


º Rectification 


º Erasure


º Restriction


º Objection 


– the right to data portability;


– the right to withdraw consent at any time;


– the right to lodge a complaint with a supervisory authority;


– The right to be informed of the existence of automated decision-making, including 
profiling, as well as the anticipated consequences for the data subject.  
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The principle of Accountability and what 


it means


• Article 5: Principles relating to processing of personal data 


• “The controller shall be responsible for, and be able to demonstrate 


compliance with, paragraph 1 ('accountability'). “


1 • Processed lawfully, fairly and in a transparent manner


2 • Collected for specified, explicit and legitimate purposes


3 • Adequate, relevant and limited to what is necessary


4 • Accurate and, where necessary, kept up to date


5 • Retained only for as long as necessary


6 • Processed in an appropriate manner to maintain security


A
cc


o
u


n
ta


b
ili


ty
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ICO on Accountability


• “The new legislation creates an onus on companies to understand 


the risks that they create for others, and to mitigate those risks. It’s 


about moving away from seeing the law as a box ticking exercise, 


and instead to work on a framework that can be used to build a 


culture of privacy that pervades an entire organisation.”


• “The GDPR mandates organisations to put into place 


comprehensive but proportionate governance measures.”


• “It means a change to the culture of an organisation. That isn’t an 


easy thing to do, and it’s certainly true that accountability cannot be 


bolted on: it needs to be a part of the company’s overall systems 


approach to how it manages and processes personal data.”


• Speech to ICAEW 17 January 2017
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Application of the principle of 


accountability


• Governance: Board accountability
– Corporate risk register


– Nominated responsible director


• Clear roles and responsibilities
– Data Protection Officer


• Privacy Compliance Framework
– PIMS/ISMS 


– Cyber incident response


– Cyber Essentials a minimum security standard 


– Certification and data seals (Article 42) – ISO 27001


• Data Protection by Design and by Default
– Data Flow Audits


– Data Protection Impact Assessments (DPIA)
º Mandatory for many organizations


º Legal requirements around how performed and data collected



https://www.itgovernance.co.uk/cyber-essentials-scheme?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice

https://www.itgovernance.co.uk/cyber-essentials-scheme?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice
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Article 5 & 6: Lawfulness


• Secure against accidental loss, destruction or damage


• Processing must be lawful – which means, inter alia:


– Data subject must give consent for specific purposes


– Other specific circumstances where consent is not required 
º So that controller can comply with legal obligations etc


• One month to respond to Subject Access Requests – & no charges


• Controllers and processors clearly distinguished


– Clearly identified obligations


– Controllers responsible for ensuring processors comply with contractual terms for 


processing information


– Processors must operate under a legally binding contract
º And note issues around extra-territoriality  
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Articles 7 - 9: Consent


• Consent must be clear and affirmative


– Must be able to demonstrate that consent was given


– Silence or inactivity does not constitute consent


– Written consent must be clear, intelligible, easily accessible, else not binding;


– Consent can be withdrawn any time, and as easy to withdraw consent as give it;


• Special conditions apply for child (under 16) to give consent


• Explicit consent must be given for processing sensitive personal 


data


– Race, ethnic origin, gender, etc


– Specific circumstances allow non-consensual processing eg to protect vital 


interests of the data subject


• Secure against accidental loss, destruction or damage (article 5)
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Articles 12 - 18: Transparency


• Any communications with a data subject must be concise, 


transparent, intelligible


• Controller must be transparent in providing information about itself 


and the purposes of the processing


• Controller must provide data subject with information about their 


rights


• Specific provisions (Article 14) covering data not obtained directly 


from the data subject


• Rights to access, rectification, erasure (‘right to be forgotten’), to 


restriction of processing, and data portability
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Article 25 et seq: Privacy by Design


• Privacy must now be designed into data processing by default


• Data controllers/processors not established in the EU must 


designate a representative 


• Data Privacy Impact Assessments mandatory (article 35)


– For technologies and processes that are likely to result in a high risk to rights of 


data subjects


• Data audits


– GDPR applies to existing data, as well as future data


– Privacy may have to be designed in retrospectively


– Organizations need to identify what PII they hold, where, on what grounds, and 


how it is secured in a way that will meet requirements of GDPR
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Article 32: Security of Personal Data


• Sixth Principle: Data must be processed “in a manner that 
ensures appropriate security of the personal data, including 
protection against unauthorised or unlawful processing and 
against accidental loss, destruction or damage, using 
appropriate technical or organisational measures”


• A requirement for data controllers and data processors to 
implement a level of security appropriate to the risk, including:
– pseudonymisation and encryption of personal data;


– ensure the ongoing confidentiality, integrity and availability of 
systems; 


– a process for regularly testing, assessing and evaluating the 
effectiveness of security measures;


– security measures taken need to comply with the concept of privacy 
by design; 


• Certifications demonstrate intent: Cyber Essentials, ISO 
27001
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Privacy


Compliance 


Framework 


A personal information 


management system 


provides a framework for 


maintaining and 


improving compliance 


with data protection 


requirements and good 


practice. 
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Article 37 et seq: Data Protection Officer 


(DPO)


• DPO mandatory in organizations processing 
substantial volumes of PII (article 37)


• A protected position, reporting directly to 
senior management
– Appropriately qualified


– Consulted in respect of all data processing 
activities


• Will be a ‘good practice’ appointment 
outside the mandatory appointments


• Most staff dealing with PII (eg HR, 
marketing, etc) will need at least basic 
training


• Staff awareness training also critical 
(accidental release of PII could have 
financially damaging consequences)


http://www.itgovernance.co.uk/shop/p-1833-certified-eu-general-data-protection-regulation-gdpr-foundation-and-practitioner-


combination-online-course.aspx



http://www.itgovernance.co.uk/shop/p-1833-certified-eu-general-data-protection-regulation-gdpr-foundation-and-practitioner-combination-online-course.aspx?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice
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Article 40 et seq: Certifications


• Requirement is to apply appropriate administrative organizational 


and administrative measures.


• How can you demonstrate this?


– Codes of conduct and certifications may be used to demonstrate compliance with 


GDPR


– Recognised international standards (eg ISO/IEC 27001)


– Recognised national management standards (eg BS 10012 – for a PIMS or 


Personal Information Management System) 


– Recognised national technical standards (eg Cyber Essentials in the UK)


– Emergence of new standards, privacy seals etc across EU


• Certification does not absolve controller of need to comply
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Article 44: International Transfers


• Any transfer of personal data by controller or processor shall take place 
only if certain conditions are complied with:
– Transfers on the basis of adequacy;


– Transfers subject to the appropriate safeguards


– Binding corporate rules apply.


• All provisions shall be applied to ensure the protection of natural 
persons is not undermined. 


• To countries with similar data protection regulations
– Cloud providers are a key risk area


– Highest penalties apply to breaches of these provisions


• October 2015: Court of Justice declared Safe Harbor invalid


• April 2016: serious flaws in Privacy Shield:
– fails to meet EU adequacy standards;


– lack of a data retention principle; 


– indiscriminate collection of data for national security purposes; 


– insufficiency of legal remedies.


– Privacy Shield discussions still ongoing
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Independent Supervisory Authorities


• Member states must create independent supervisory authorities and 


resource them appropriately


– Tasks: 


– Monitor and enforce 


– Communicate


– Promote awareness


• Powers:


– To investigate, correct, advise, enforce


• Leading Supervisory Authority for  multi-state controllers
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ICO – Final Words


• “Accountability encourages an upfront investment in privacy fundamentals, but it offers a payoff 
down the line, not just in better legal compliance, but a competitive edge. We believe there is a 
real opportunity for organisations to present themselves on the basis of how they respect the 
privacy of individuals and over time this can play more of a role in consumer choice.


• That’s the carrot for getting it right. And there’s a pretty big stick too.


• I mentioned earlier that the GDPR will increase regulatory powers.


• For the most serious violations of the law, my office will have the power to fine companies up to 
twenty million Euros or four per cent of a company’s total annual worldwide turnover for the 
preceding year.


• In an ideal world we wouldn’t need to use those sticks, but policy makers are clear that breaches 
of personal privacy are a serious matter. Last year we issued more than one million pounds in 
fines for breaches of the Data Protection Act, so it’s not a power we’re afraid to use.


• And our enforcement powers aren’t just for ‘typical’ data breaches, like laptops left on trains or 
information left open to a cyber attack. The GDPR gives regulators the power to enforce in the 
context of accountability – data protection by design, failure to conduct a data protection impact 
assessment, DPOs and documentation. If a business can’t show that good data protection is a 
cornerstone of their practices, they’re leaving themselves open to a fine or other enforcement 
action that could damage bank balance or business reputation.”


• Speech to ICAEW 17 January 2017
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Nine Steps to GDPR compliance


1. Establish governance framework – board awareness, risk register, 
accountability framework, review


2. Appoint and train a DPO/SDPO


3. Data inventory – identify processors, unlawfully held data


4. Data flow audit


5. Compliance gap analysis
Ensure FPN and SAR documents and processes are robust and legal


6. PIA and security gap analysis
Penetration testing


7. Remediate
1. Privacy compliance framework


2. Cyber Essentials/Ten Steps to Cyber Security/ISO 27001


8. Data breach response process (NB: Test!)


9. Monitor, audit and continually improve


NB: steps can be tackled in parallel
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IT Governance: GDPR self-help


• 1-Day accredited Foundation course (classroom, 
online, distance learning
– www.itgovernance.co.uk/shop/product/certified-eu-general-data-


protection-regulation-foundation-gdpr-training-course


• 4-Day accredited Practitioner course (classroom, 
online, distance learning)
– www.itgovernance.co.uk/shop/product/certified-eu-general-data-


protection-regulation-practitioner-gdpr-training-course


• Pocket guide 
www.itgovernance.co.uk/shop/Product/eu-gdpr-a-
pocket-guide


• Implementation Manual 
www.itgovernance.co.uk/shop/Product/eu-general-
data-protection-regulation-gdpr-an-implementation-and-
compliance-guide


• Documentation toolkit 
www.itgovernance.co.uk/shop/product/eu-general-data-protection-
regulation-gdpr-documentation-toolkit



http://www.itgovernance.co.uk/shop/product/certified-eu-general-data-protection-regulation-foundation-gdpr-training-course?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice

http://www.itgovernance.co.uk/shop/product/certified-eu-general-data-protection-regulation-practitioner-gdpr-training-course?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice

http://www.itgovernance.co.uk/shop/Product/eu-gdpr-a-pocket-guide?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice

http://www.itgovernance.co.uk/shop/Product/eu-general-data-protection-regulation-gdpr-an-implementation-and-compliance-guide?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice

http://www.itgovernance.co.uk/shop/product/eu-general-data-protection-regulation-gdpr-documentation-toolkit?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice

http://www.itgovernance.co.uk/shop/product/certified-eu-general-data-protection-regulation-foundation-gdpr-training-course?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice

http://www.itgovernance.co.uk/shop/product/certified-eu-general-data-protection-regulation-foundation-gdpr-training-course?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice

http://www.itgovernance.co.uk/shop/product/certified-eu-general-data-protection-regulation-practitioner-gdpr-training-course?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice

http://www.itgovernance.co.uk/shop/product/certified-eu-general-data-protection-regulation-practitioner-gdpr-training-course?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice

http://www.itgovernance.co.uk/shop/Product/eu-general-data-protection-regulation-gdpr-an-implementation-and-compliance-guide?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice

http://www.itgovernance.co.uk/shop/Product/eu-general-data-protection-regulation-gdpr-an-implementation-and-compliance-guide?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice
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IT Governance: GDPR Consultancy


• Gap analysis


• Our experienced data protection consultants can assess the exact standing of your current legal 
situation, security practices and operating procedures in relation to the DPA or the GDPR.


• Data flow audit


• Data mapping involves plotting out all of the organisations’ data flows, which involves drawing up 
an extensive inventory of the data to understand where the data flows from, within and to. This 
type of analysis is a key requirement of the GDPR. 


• Information Commissioner notification support (a legal requirement for DPA compliance)


• Organisations that process personal data must complete a notification with the Information 
Commissioner under the DPA.


• Implementing a personal information management system (PIMS)


• Establishing a PIMS as part of your overall business management system will ensure that data 
protection management is placed within a robust framework, which will be looked upon favourably 
by the regulator when it comes to DPA compliance. 


• Implementing an ISMS compliant with ISO 27001


• We offer flexible and cost-effective consultancy packages, and a comprehensive range of 
bespoke ISO 27001 consultancy services, that will help you implement an ISO 27001-compliant 
ISMS quickly and without the hassle, no matter where your business is located. 


• Cyber health check


• The two-day Cyber Health Check combines on-site consultancy and audit with remote 
vulnerability assessments to assess your cyber risk exposure. 


www.itgovernance.co.uk/dpa-compliance-consultancy



http://www.itgovernance.co.uk/dpa-compliance-consultancy?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice
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Questions?
acalder@itgovernance.co.uk


0845 070 1750


www.itgovernance.co.uk



mailto:acalder@itgovernance.co.uk

http://www.itgovernance.co.uk/?utm_source=media&utm_medium=presentation&utm_campaign=BedfordshirePolice
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