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Breach CYBERCRIME
|dentity Theft Financial Crime
Data compromise Denial of Service
Loss of “paper records” Telephone hacking
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Cyber criminal are now cross selling services
Skills are being matched to needs
Vulnerabilities are being bought and sold
Malware is being bought and sold
Services are being offered for sale
Data is being offered for sale

Information is being offered for sale
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Ransomware

Financial Fraud

Denial of service

Network breach

Insider Threat
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Workstation
| ocal Network

Delete attached backups

Jscript
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DMA Locker

All your personal files are LOCKED!

WHAT'S HAPPEMNED?
* all your important files(including hard disks, network disks, flash, USB) are encrypted.

* All of files are locked with asymetric algorithm using AES-256 and then RSA-2048 cipher.
* You are not possible to unlock your files because all your backups are removed.

* Only way to unlock your files is to pay us 536 GBP in Bitcoin currency { 2.0 BTC ).
After payment we will send you decryption key automatically, which allows you to unlock files .

HOW TO PAY US AND UNLOCK YOUR FILES?

1. To pay us, you have to use Bitcoin currency. You can easily buy Bitcoins at following sites:
* https: f fvsww.coinfloor.co.uk
* https: f fvsww.coinbase.comf
* https: f fwwwew.bitstamp.net/f

2. If you already have Bitcoins, pay us 2.0 BTC {536 GBP) on following Bitcoin address:

1K aJ RATHW An=" zmysdLx¥hLfa97n

3. After payment, necessarily contact with us to get your decryption key:
january0020@gmX.com . In mail title write your unigue ID:

DMALOCK 49:15:61:11:84:76:67:71

4. We will automatically send you decryption key after bitcoin transfer .
When you receive your decryption key, copy and paste it to "DECRYPTION KEY"™ field
Then, press the DECRYPT button to UNLOCK ALL ¥YOUR FILES.
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Virus removal / encryption damage

Payment of Ransom

Terms or increased premiums if ransom paid

“Off network”™ backups
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Order Details

This order will automatically finalize in 1 day, 1 hour, 12 minutes.

i = Tl
% i i
b ] LIK. 1

e W A

Postage: Default - 1 days - USD 0.00
Quantity: 1

seller notes

Full Name: [
Date of Birth: N

Address NG
Postcode NN
Telephone: NN
Emal
Mother Maiden: |l
CC Number: INIINININGGEEEE
CC Expiry: IR

cccvw: il
Account: NI
Sortcode: INGNN

Sale # 537034 - ltem # 49703 - Nov 5. 2015 - 19:58 - from zingyn
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Total price
USD 46.37

Shipped

%
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g[- I‘@ http:/fwww.amazon,co.uk/ Activity-Monitor-Hardware- Keylogger-Logger/dp/B002LIPHBD JoR Ao 4 ‘ :i.__.h Activity Monitor Spy Hard... {rﬁ le? ﬁs
File Edit View Favorites Tools Help
amazon 4 Prime Instant Video  »Startyour 30-gay free fal > i
AUNICOUK  your Amazoncouk  TodaysDeals GitCards  Sell  Help & Unlimited streaming of Movies & TV

s | 1Ty Prime

Shop by Search | Compiiters & Actessories Hello. Signin Try 0 Wish £
Department ~ Lo K Your Account ~  Prime ~ -\.-./ Basket - List~

Computers & Accessories  BestSellers Deals  Laptops -  Desktops - Prnters & Ink -  Tablets - Tablet Accessories - Monitors - Computer Accessories - Components - Networking & Connected Home -

Customers who viewed Activity Monitor Spy Hardware ... also viewed:

’ Keyllama 4MB USB Value Keylogger KeyKatcher 64K PS/2 Hardware Keylagger h KEYKatcher Professional PC Monitoring Keylogger App -
Buy new: £54.99 h.l Buy new: £32.99 ‘ USB Version
2 Used & new from £54.99 2 Used & new from £29 99 Buy new: £49 99
Yrirdeyr sy (1) VPrime driririrdr (1) vPrime 1 Used & new from £49.99
Wl (1)

External Devices & Data Siorage + USB Flash Drives

@ Activity Monitor Spy Hardware Keylogger USB Key Logger share (1 1 W @
by Safield
Yirdriris ~ 5 customer reviews Currently unavailable.
We don't know when or if this item
Currently unavailable. will be back in stock.
We don't know when or if this item will be back in stock.
= Portable - move it from computer to computer | Add to Wish List

« Works with all PC operating systems with USE keyboards.

- Data is retained even during system lock-ups and power outages

- No Software to learn. Use in conjunction with programs you already know
» Fully undetectabie and can store over a year's worth of data. 2MB infernal memory Haveonetosel? | Selon Amazon |
» See more product details
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Major issue for this SME business

Network and all workstations were locked
Escalating extortion demand (£90,000)

Attempts to restore network were being countered

Fraudster ultimately caught

cunninghamlindsey.com



Birmingham
MNSLT

urance Institute

I
L )
N é(

PFS | CIi

Digital Landscape & “whack-a-mole”
Data & Backups
Matching Cyber cover to needs

Have an incident response plan
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Digital Landscape & “whack-a-mole”
Data & Backups
Matching Cyber cover to needs

Have an incident response plan
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Questions?
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