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Ops Director 
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What is cyber? 



Confused 
message 

A bit like 
climate change 

 

Proactive 
not 

Reactive 
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Boards are 
asleep at 
the wheel 

No longer 
unknown 

 

Don’t know 
what to do 

 
Doing the 

wrong things 
 

Feeling 
overwhelmed 
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What is 
cyber? 

Every aspect 
of a business 

 

“A collection of 
threats relating 
to technology 

and data 
spanning all 

departments of 
every 

business” 
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Why does it happen? 



Why 

Money 
 

Ideology 

 
Compromise 

 
Ego 
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Emerging 
risk 

Advances 
in technology 

 

Connectivity 
 

Access to 
information 

 
Accessible 

from 
everywhere 
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Why does it 
happen 

Data has value 
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What are the risks? 



Reputation 
damage 

Reputation 
takes years 

to build, 
seconds to 

damage 

 
A business’ 
brand is it’s 

most valuable 
asset 
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Legal 
issues 

Sued by clients 
 

Legal action by 
governing 

bodies 

Copyright © 2016  
Berea Associates Limited 



Financial 
losses 

Fines 
 

Loss of 
earnings 

 

Investigations 
 

Remedial work 
 

Compensation 
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How does it happen? 



It’s 
confusing 

How is that 
related 

 

Joining 
the dots 
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Social 
engineering 

Manipulation 
 

Hacking the 
human 

 

Often the root 
cause 
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Social 
engineering 

Social media 
makes it easy 

 

What are you 
giving away 
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Social 
media 

Social 
engineering 

 

Giving data 
away 

 
Linking 

personal and 
business 
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Phishing 

Social 
engineering 

 

Vishing 

Copyright © 2016  
Berea Associates Limited 



Malware 

Ransomware 
 

Rapidly 
growing threat 

 

Encrypts every 
file it can reach 
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Public WiFi 

What are you 
connecting to 
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Pineapple 
Nano 

£120 
 

No expertise 
required 
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Youtube 
tutorials 

Up and running 
in minutes 
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No time 
for… 

Phishing – 
email 

 

Malware 
 

Mobile (BYOD) 
 

USB Drives 
 

Passwords… 
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Cyber 
Essentials 

Government 
scheme 

 

Reduce 
internet based 

threats by 
70-80% 

 
Required for 

tenders 
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Supply 
chain 

Only as strong 
as your 

weakest link 
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What is cyber insurance? 



Cyber 
insurance 

market 

Accept 
the risk 

 

Manage 
the risk 

 
Transfer 
the risk 
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Cyber 
insurance 

market 

Brief history… 
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Cyber 
insurance 

market 

Heads of cover 
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Cyber 
insurance 

market 

Heads of cover 
 

What’s missing 
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What about the insurance act? 



Cyber 
insurance 

market 

The 
Insurance Act 

 

Fair 
presentation 

of the risk 
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Cyber 
insurance 

market 

The  
Insurance Act 

 

Reasonable 
searches 
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Data 
protection 
and GDPR 

Change is 
coming 

 

General 
Data 

Protection 
Regulations 

 
May 2018 
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Cyber 
insurance 

market 

No shortcuts 
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How can Berea help? 



The end 

Thanks for 
listening 
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