
Social Media’s Bright Light: 
the exposure risk to Boards and Risk Managers 





Smart devices 

6.4 billion worldwide in 2016 
20.8 billion worldwide by 2020 
 



Cision, the leading global media intelligence provider, July 2015 

• 51% of journalists report they would be unable to do 
their job without social media 

 
•  67% of journalists are spending up to two hours a day 

on social media 
 
• U.S. and U.K. journalists rely on social media for 

publishing and promoting their own content, while 
other countries cite sourcing as priority 



Where do people consume news? 

Sources of news 2012-15: TV, online, print, and social media 
Reuters Digital News Report 2015 



Social media spreads the story 

Freshfields Bruckhaus Deringer llp (2013) Containing a crisis: Dealing with corporate disasters in the digital age 



Within minutes a post to a friend can be 
everywhere... 



Nowhere to hide 
• The Internet tells the media and public where to look 
• Twitter and Facebook provide the real time story 
• The story is covered by the traditional media 
• Social media posts follow and are there forever 
Once a story is covered in social media it provides a ready 
reference for the media for years to come and will be used in 
future stories 

 









Protection and Indemnity 
 

“The London P&I Club has said it is “most surprised” by a 
Spanish supreme court judgement holding it directly liable for 
the Prestige sinking and oil spill in 2002. The court said the 

London Club bears direct liability for the incident and noted that 
it had a limit of $1bn on its coverage.” 







CommInsure 

“The Australian Securities and Investments Commission (Asic) will urgently 
examine whether allegations CommInsure may be routinely denying legitimate 

claims from sick and dying customers point to a systemic practice in the 
insurance industry. 

 
On Monday a joint Fairfax-ABC investigation revealed that claims managers at 
CommInsure, the insurance arm of the Commonwealth Bank, were reportedly 

delaying claims to dying customers or rejecting them based on outdated, 
sometimes unobtainable, criteria.” 









MetLife 

Accidental Death Becomes Suicide When Insurers Dodge Payouts 
“The findings meant Jane was eligible to collect $224,000 on the 

accidental death insurance policy that Todd had through his 
employer, power producer PPL Corp. MetLife, however, refused to 
pay. The nation’s largest life insurer told Pierce on Dec. 8, 2009, 

that her husband had killed himself. The policy didn’t cover suicide, 
the insurer said, Bloomberg Markets magazine reports in its April 

issue.” 





“JP Morgan has been fined £33m by the Financial Services Authority – the 
largest-ever fine imposed by the regulator – for basic compliance failures which 
meant the bank had not protected client money by segregating it from its own 

funds over a seven-year period. 
 

The fine relates to up to $23bn (£15.6m) of client money held by JP Morgan's 
futures and options desk. "Had the firm become insolvent at any time during this 

period, this client money would have been at risk of loss," the FSA said.” 

Banking 











Cyber Attack TalkTalk 
• In October 2015 TalkTalk suffered a cyberattack resulting in the shutting 

down of its websites and loss of sensitive personal information and financial 
customer information. This follows on from two previous events in February 
and August 2015. Overleaf, we analyse the main series of events which 
followed throughout October and November. 

• The hack was originally speculated to have been carried out by threat actors 
ranging from cyber-extortionists (demanding 80,000 bitcoins valued at circa 
GBP 17 million) to a form of cyber activism carried out by a Russian Islamic 
Extremist group. Still, as at today and particularly within the midst of the 
event, there were mixed messages and confusion. 
 



What to do? 
 
• Take social media seriously at an operational level. 
• Regular social media monitoring. Corporate, staff and 

customers. Assess collateral risk. 
• Develop Reputation Management plan should insured/client 

resort to media/social media intervention. 
• Media Training: Seniors + juniors re social media 



Plan Scope 
 • Reputation Management Plan prepared or reviewed 
• Process Plan for dealing with any incident likely to attract 

unfavourable media attention 
• Immediate Monitoring of media and social media identifying on-going 

and collateral risks from e.g. Family Members/Unions/NGO’s  
• Tactical support: Strategy recommendations, Q&A’s, Key message 

development, personnel support/counselling, spokesperson guidance 
and training, use of broadcast channels for media statements, 
multiple channel response, auto-cue statements via You Tube etc. 



- Main Office - Associate Office 



“The Leading Global Communications Network 
serving the Shipping, Energy, Offshore and 

Transportation Industries” 

| UK | USA | Hong Kong | Scandinavia | Australia | Singapore | Japan | Benelux | Italy | Greece |   
| Spain | France | UAE | South Africa | Brazil | Belgium |  Cyprus |  Turkey |  Canada | Mexico | India |  
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