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Learning objectives

By the end of this event, delegates will: 

• Understand what a Distributed Ledger is 

• Be aware of examples of how blockchain is being used across a range of industries 

• Know how blockchain is being used in Insurance 

• Be aware of the main insurable risks 

• Understand what cryptoassets, cryptotokens and cryptocurrencies are 

Out of scope

• Coding

• Trading

Introduction – Session



Intended audience

1. Assumption is that you have little or no prior knowledge

2. That your interest is from an insurance / finance perspective and not about the 

technology behind  cryptocurrencies

3. That you are not part of a criminal enterprise looking to use crypto to money launder 

or fund criminal activities

Introduction – Session



Intended audience

Introduction – Session

https://www.cnbc.com/2021/06/07/us-recovers-some-of-the-money-paid-in-the-colonial-pipeline-ransom-officials-say.html 

https://www.cnbc.com/2021/06/07/us-recovers-some-of-the-money-paid-in-the-colonial-pipeline-ransom-officials-say.html


PLEASE READ THE SMALLPRINT

• This presentation reflects my personal views and not those of past, current and 

prospective employers, clients or other agents. 

• Any mention of products or services is not an endorsement, recommendation or 

criticism

• This is not intended to be taken as 

financial, taxation or legal advice

Introduction – Session
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• Introductions
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• Wrapup / Q&A



DEFINITION – What is “A Blockchain”

A software protocol, running on a 
network of computers, using an append 
only database that everyone has an 
agreed, secured, identical copy of

Blockchain & Distributed Ledger Technology
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Blockchain & Distributed Ledger Technology

PROTOCOL
What is a protocol ?

Protocol is a set of rules describing how people and systems interact with each other

Business, Socio/Cultural and Technical



Blockchain & Distributed Ledger Technology

PROTOCOL

Protocol is coded within software – sets the rules

Software can be copied and modified (Forked) to create new blockchains

Each computer on the network runs the same copy of the software



Blockchain & Distributed Ledger Technology

LEDGER A ledger is a record of activities

Two main types:

• Transaction ledger – who paid whom, what and when

• Account balances ledger – how much is allocated to an account



Blockchain & Distributed Ledger Technology

LEDGER



Blockchain & Distributed Ledger Technology

LEDGER
BARCLAYS JOURNAL

JOURNAL-ID DATESTAMP FROM TO CURRENCY AMOUNT

1 01/01/2016 08:35 BARCLAYS HSBC GBP 500.00

2 01/01/2016 09:45 BARCLAYS SANTANDER GBP 4,250.00

3 01/01/2016 11:35 SANTANDER BARCLAYS GBP 2,215.00

Barclays HSBC

Santander

£500

https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiXysig15_LAhWyZpoKHZTIDBMQjRwIBw&url=https://ananfauzi.wordpress.com/2013/04/29/mengenal-use-case-diagram-seri-tulisan-uml/&psig=AFQjCNG7TnSLTE2kTCq5HpR3zOIhHQNN-g&ust=1456928350721554
https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiXysig15_LAhWyZpoKHZTIDBMQjRwIBw&url=https://ananfauzi.wordpress.com/2013/04/29/mengenal-use-case-diagram-seri-tulisan-uml/&psig=AFQjCNG7TnSLTE2kTCq5HpR3zOIhHQNN-g&ust=1456928350721554
https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiXysig15_LAhWyZpoKHZTIDBMQjRwIBw&url=https://ananfauzi.wordpress.com/2013/04/29/mengenal-use-case-diagram-seri-tulisan-uml/&psig=AFQjCNG7TnSLTE2kTCq5HpR3zOIhHQNN-g&ust=1456928350721554


Blockchain & Distributed Ledger Technology

LEDGER
BARCLAYS JOURNAL

JOURNAL-ID DATESTAMP FROM TO CURRENCY AMOUNT

1

01/01/2016 

08:35 BARCLAYS HSBC GBP 500.00

2 01/01/2016 09:45 BARCLAYS SANTANDER GBP 4,250.00

3 01/01/2016 11:35 SANTANDER BARCLAYS GBP 2,215.00

HSBC JOURNAL

JOURNAL-ID DATESTAMP FROM TO CURRENCY AMOUNT

1

01/01/2016 

08:35 BARCLAYS HSBC GBP 500.00

4 01/01/2016 13:35 HSBC SANTANDER GBP 105.00

SANTANDER JOURNAL

JOURNAL-ID DATESTAMP FROM TO CURRENCY AMOUNT

2 01/01/2016 09:45 BARCLAYS SANTANDER GBP 4,250.00

3 01/01/2016 11:35 SANTANDER BARCLAYS GBP 2,215.00



Blockchain & Distributed Ledger Technology

LEDGER
INEFFICIENT

• RECONCILIATION – Need to check that every record of every transaction has 

been copied to each other’s systems correctly 

• AUDIT – Need to prove that the system works consistently

EXPENSIVE

• Processing overhead (needs computing power)

• Reconciliation systems need to be designed, developed, tested & supported

• Excel addicts writing macros, functions & stuff that goes wrong

• Auditing overhead – cost of auditors, audits, etc.

• Data Quality issues – End up “working around” problems

SLOW

• Need to wait for reconciliations to be executed and verified

• Audits are after the event and aren’t preventative



Blockchain & Distributed Ledger Technology

LEDGER SOLUTION - Merge all the Ledgers into one…

BARCLAYS JOURNAL

JOURNAL-ID DATESTAMP FROM TO CURRENCY AMOUNT

1 01/01/2016 08:35 BARCLAYS HSBC GBP 500.00

2 01/01/2016 09:45 BARCLAYS SANTANDER GBP 4,250.00

3 01/01/2016 11:35 SANTANDER BARCLAYS GBP 2,215.00

HSBC JOURNAL

JOURNAL-ID DATESTAMP FROM TO CURRENCY AMOUNT

1 01/01/2016 08:35 BARCLAYS HSBC GBP 500.00

4 01/01/2016 13:35 HSBC SANTANDER GBP 105.00

SANTANDER JOURNAL

JOURNAL-ID DATESTAMP FROM TO CURRENCY AMOUNT

2 01/01/2016 09:45 BARCLAYS SANTANDER GBP 4,250.00

3 01/01/2016 11:35 SANTANDER BARCLAYS GBP 2,215.00

JOURNAL-ID DATESTAMP FROM TO CURRENCY AMOUNT

1 01/01/2016 08:35 BARCLAYS HSBC GBP 500.00

2 01/01/2016 09:45 BARCLAYS SANTANDER GBP 4,250.00

3 01/01/2016 11:35 SANTANDER BARCLAYS GBP 2,215.00

4 01/01/2016 13:35 HSBC SANTANDER GBP 105.00

MUTUAL LEDGER



Blockchain & Distributed Ledger Technology

LEDGER
SOLUTION – Distribute an IDENTICAL copy to everyone

MUTUAL 

DISTRIBUTED LEDGER

Barclays

HSBC

SantanderCo-Op

First 
Direct

Block 

1
Block 

2

Block 

3

Block 

1
Block 

2

Block 

3

Block 

1
Block 

2

Block 

3

Block 

1
Block 

2

Block 

3

Block 

1
Block 

2

Block 

3



Blockchain & Distributed Ledger Technology

LEDGER



Blockchain & Distributed Ledger Technology

LEDGER
JOURNAL-ID DATESTAMP FROM TO CURRENCY AMOUNT HASH BLOCK BLOCK HASH START BLOCK START HASH

1 01/01/2016 08:35 BARCLAYS HSBC GBP 500.00 1111 0 110111

2 01/01/2016 09:45 BARCLAYS SANTANDER GBP 4,250.00 101

3 01/01/2016 11:35 SANTANDER BARCLAYS GBP 2,215.00 100011

4 01/01/2016 13:35 HSBC SANTANDER GBP 105.00 101101 1 1111000

IF FROM = %USER%

OR TO = %USER%

THEN DISPLAY LINE

JOURNAL-ID DATESTAMP FROM TO CURRENCY AMOUNT

1 01/01/2016 08:35 BARCLAYS HSBC GBP 500.00

2 01/01/2016 09:45 BARCLAYS SANTANDER GBP 4,250.00

3 01/01/2016 11:35 SANTANDER BARCLAYS GBP 2,215.00

Barclays HSBC

JOURNAL-ID DATESTAMP FROM TO CURRENCY AMOUNT

1 01/01/2016 08:35 BARCLAYS HSBC GBP 500.00

4 01/01/2016 13:35 HSBC SANTANDER GBP 105.00

…now users can only access their own data

Which decreases Security Auditing overhead

Put crypto-security onto the Ledger

https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiXysig15_LAhWyZpoKHZTIDBMQjRwIBw&url=https://ananfauzi.wordpress.com/2013/04/29/mengenal-use-case-diagram-seri-tulisan-uml/&psig=AFQjCNG7TnSLTE2kTCq5HpR3zOIhHQNN-g&ust=1456928350721554
https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiXysig15_LAhWyZpoKHZTIDBMQjRwIBw&url=https://ananfauzi.wordpress.com/2013/04/29/mengenal-use-case-diagram-seri-tulisan-uml/&psig=AFQjCNG7TnSLTE2kTCq5HpR3zOIhHQNN-g&ust=1456928350721554


Blockchain & Distributed Ledger Technology

LEDGER
SOLUTION – Restrict access to specified users

PRIVATE, 

PERMISSIONED LEDGER

Metro 
Bank



Blockchain & Distributed Ledger Technology

LEDGER
SOLUTION – Give everyone unrestricted access

PUBLIC, 

UNPERMISSIONED 

LEDGER



Blockchain & Distributed Ledger Technology

PROTOCOLINTEGRITY



Blockchain & Distributed Ledger Technology

PROTOCOLINTEGRITY
Imagine a physical ledger, with pages in it

At the bottom of the page you enter the 

hash for that page

At the top of the next page, you start with 

the hash from the previous page

So, the data is held in BLOCKS which are 

CHAINed together

Now VERY difficult to change an earlier 

entry as all of the hashes on all pages 

would need to be recalculated



Blockchain & Distributed Ledger Technology

PROTOCOLINTEGRITY
Miners compete to solve a cryptographic 

hash for the block (every 10 minutes)

A miner is awarded 6.25 BTC for winning 

the race to find the answer.

This is how a cryptocurrency is created

Every four years the reward is halved (BTC 

decreased to 6.25BTC in May 2020).



Blockchain Primer: Blockchain

https://bitcoinexchangeguide.com/list-of-the-biggest-bitcoin-cryptocurrency-mining-areas-in-the-world/

https://bitcoinexchangeguide.com/list-of-the-biggest-bitcoin-cryptocurrency-mining-areas-in-the-world/


Blockchain Primer: Blockchain



Blockchain & Distributed Ledger Technology

PROTOCOLINTEGRITY
A Ledger can be a record of ownership:

• Money
• Valuables (Gold, Silver, etc)
• Vehicle
• Property
• Land

Or link to documents:

• Certificate of marriage
• Bill of Lading
• Identity
• Certificate of Testing

Some blockchains can execute code:

• Smart Contracts



Blockchain & Distributed Ledger Technology

Journal 

ID Datestamp FROM TO UNIT IDENTIFIER

1 01/01/2016 11:45:00 ATRIUM LUFTHANSA EUR POLICY123

2 01/01/2016 11:45:01 BEAZLEY FARMER MCGREGOR GBP POLICY234

POLICY12

3

IF (POLICY_IS_ACTIVE AND 

PREMIUM_PAID AND 

CLAIM_CONDITION_MET

THEN PAY_CLAIM

POLICY234 IF (POLICY_IS_ACTIVE AND 

PREMIUM_PAID AND 

CLAIM_CONDITION_MET

THEN PAY_CLAIM

Computer program of business logic.  Often linked with data sources 

(“ORACLES”), providing evidence of trigger events…

Weather conditions (Temperature, precipitation), Flight Delays, 

location (via IoT)

WARNING: Smart Contracts are neither Smart nor Contracts!

Smart Contracts



Blockchain & Distributed Ledger Technology

Regulatory considerations:

• Jurisdiction
• Legal recognition
• Remediation
• Testing
• Irrevocability (can’t be reversed)
• Immutability (can’t be deleted)
• No buffer

May not exactly replicate original 
contract

Not all contracts can be converted 
into programmable form

Codified market manipulation

Smart Contracts



Blockchain & Distributed Ledger Technology

Crypto Wallets

https://www.cada.news/best-hardware-wallets/ https://www.horizen.io/blockchain-academy/technology/advanced/types-of-wallets/ 

https://www.cada.news/best-hardware-wallets/
https://www.horizen.io/blockchain-academy/technology/advanced/types-of-wallets/


It’s a software protocol (an agreed set of rules)

Running on a network of computers that have an incentive 
mechanism to avoid abuse

With an append-only database

That everyone has an identical copy of

With all entries timestamped

The data is cryptographically secured

And it provides a trusted, programmable, system

So, back to the definition….

Blockchain



Blockchain & Distributed Ledger Technology

LEDGERPROTOCOL INTEGRITY

Features

• Immutable – complete, timestamped, audit trail

• Distributed - Cyber resilient – still functional if nodes removed

• Crypto secured – can’t be easily hacked or ransomed

• Programmable - Smart Contracts can be created

• (Pseudo)anonymous 

Benefits

• Reconciliation significantly reduced as now single source

• Removal of need for trusted third party

• Decentralised – doesn’t need to be owned by anyone (!)



Blockchain MEGA Cases

1. As an Immutable Ledger

2. As a Cryptocurrency platform

3. To provide Digital Identity

4. Trusted Programmability

5. Tokenization of assets



Blockchain Mega Cases

• As an Immutable Ledger

https://www.everledger.io/industry-applications 

https://www.everledger.io/industry-applications


Blockchain Mega Cases

• As a Cryptocurrency platform



Blockchain Mega Cases

• To provide Digital Identity



Blockchain Mega Cases

• Trusted Programmability

https://etherisc.com/#products 

https://etherisc.com/#products


Blockchain Mega Cases

• Tokenization of assets

https://www.theverge.com/2021/3/11/22325054/beeple-christies-nft-sale-cost-everydays-69-million 

https://www.theverge.com/2021/3/11/22325054/beeple-christies-nft-sale-cost-everydays-69-million


Agenda

• Introductions

• Blockchain(s)

• Cryptoassets

• Insurance

• Wrapup / Q&A



MONEY is usually FIAT (Latin: Let it be):

Backed by Government

Centrally controlled

Perceived as reliable

What gives money its “value” ?

Cryptoassets



Cryptoassets

The value of a cryptoasset is determined purely by open market pricing of the crypto or what it 

represents 

DEFINITIONS

• Are fluid

• Are ambiguous

• Vary from jurisdiction to jurisdiction and different regulators have different definitions

Regulators tend to define Cryptocurrencies, Cryptotokens and Cryptoassets differently



CRYPTOCURRENCIES

BITCOIN

https://coinmarketcap.com/currencies/bitcoin/ 

https://coinmarketcap.com/currencies/bitcoin/


CRYPTOCURRENCIES

“The Rest” (aka “Altcoins”)

https://coinmarketcap.com/charts/ 

https://coinmarketcap.com/charts/


CRYPTOTOKENS

• “Programmable Money”

• Execute on top of a blockchain platform (e.g. 

Ethereum, NEO,EOS)

• Non-Fungible Tokens (NFT’s) – Digital ownership

• Used for fundraising projects (ICOs)



CRYPTOASSETS

• Digital shares

• Property Investments

• Gold / commodities / currencies

• Fractional ownership schemes



CURRENCIES, TOKENS & ASSETS

WHAT’S THE DIFFERENCE ?

• Cryptocurrency = Decentralised digital money

• Cryptotoken = Programmable digital money

• Cryptoasset = Digital share / title of fractional 

ownership

Often all traded on the same crypto exchange!



Cryptoassets

• Money

• Cryptocurrencies, assets and tokens

• Regulation

• Risks and Opportunities



REGULATION

https://www.fca.org.uk/publication/policy/ps19-22.pdf

FCA CP19 Interim guidance issued:

E-Money

Security Tokens

Utility tokens

Anti-Money Laundering (AML/CTF)

Know Your Customer (KYC)

Market Abuse Directive (MAR)

https://www.fca.org.uk/publication/policy/ps19-22.pdf


REGULATION

https://register.fca.org.uk/s/search?predefined=CA 

https://register.fca.org.uk/s/search?predefined=CA


REGULATION

https://www.gov.uk/government/publications/tax-on-cryptoassets/cryptoassets-for-individuals

HMRC Guidance issued December 2018 & 2019 for individuals on:

• What cryptoassets are

• Income Tax

• Capital Gains Tax

• Earnings

• Record keeping

https://www.gov.uk/government/publications/tax-on-cryptoassets/cryptoassets-for-individuals


REGULATION

https://www.gov.uk/government/publications/tax-on-cryptoassets/cryptoassets-tax-for-

businesses#contents

HMRC Guidance issued November for 2019 Business on:

• Corporation Tax

• Investments (chargeable gains)

• VAT

• Venture Capital Schemes and capital relief

• Paying employees in cryptoassets

• Stamp Duty

https://www.gov.uk/government/publications/tax-on-cryptoassets/cryptoassets-tax-for-businesses#contents
https://www.gov.uk/government/publications/tax-on-cryptoassets/cryptoassets-tax-for-businesses#contents


REGULATION

https://www.esma.europa.eu/esmas-activities/digital-finance-and-innovation/markets-crypto-assets-regulation-mica 

https://www.esma.europa.eu/esmas-activities/digital-finance-and-innovation/markets-crypto-assets-regulation-mica


https://www.elliptic.co/blog/a-world-of-crypto-regulation-at-a-glance 

REGULATION

https://www.elliptic.co/blog/a-world-of-crypto-regulation-at-a-glance


Cryptoassets

• Money

• Cryptocurrencies, assets and tokens

• Regulation

• Risks



RISKS

Some are market risks and some are insurable:

• Liquidity

• Volatility

• Scams

• Loss & Theft

• Mistakes



Risks - Scams



Risks - Scams

https://www.bbc.co.uk/ne

ws/stories-50435014

More than €4bn 

was invested in 

dozens of 

countries

https://www.bbc.co.uk/news/stories-50435014
https://www.bbc.co.uk/news/stories-50435014


Risks – Loss & Theft

https://thefintechtimes.com/12-1billion-in-

crypto-assets-have-been-stolen-over-ten-

years-crystal-blockchain-analysis-finds/ 

https://thefintechtimes.com/12-1billion-in-crypto-assets-have-been-stolen-over-ten-years-crystal-blockchain-analysis-finds/
https://thefintechtimes.com/12-1billion-in-crypto-assets-have-been-stolen-over-ten-years-crystal-blockchain-analysis-finds/
https://thefintechtimes.com/12-1billion-in-crypto-assets-have-been-stolen-over-ten-years-crystal-blockchain-analysis-finds/


Risks - Mistakes

https://www.investopedia.com/how-a-usd5-billion-fat-finger-trade-is-rattling-

the-crypto-world-4693287

https://www.investopedia.com/how-a-usd5-billion-fat-finger-trade-is-rattling-the-crypto-world-4693287
https://www.investopedia.com/how-a-usd5-billion-fat-finger-trade-is-rattling-the-crypto-world-4693287
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• Insurance

• Wrapup / Q&A



Blockchain Use Cases – INSURANCE

As-Is

To-Be



Blockchain Use Cases – INSURANCE

• Policy Administration

• Accounting & Settlement

• Parametric Insurance

• Coverholder Management (including KYC)

• Motor Fleet Management

• Expense Management

• Claims

• Subrogation

• Peer 2 Peer Insurance / Mutualisation v2.0



Current State: Use Cases - INSURANCE
Category Line of Business Example

Policy Admin + End to End Insurance Blocksure* (due disclosure), Chain-B, Zhong An (Non-Life P&C)

Operations Accounting & Settlement ChainThat, R3, Surematics, Consensys/I-Chassis

Marketplace P2p +  matching Insurance Fidentiax, Wekeep, TeamBrella, LenderBot, Nexus Mutual, Akinova, Ixledger (GenRe), Shanghai Insurance Exchange

Alternate risk Prediction Market Gnosis, Augur

IoT Trade Finance EY/Maersk/IBM (MS-Amlin, XL-Catlin, Willis), Bancassurance (AIA), AIGang

Smart Contract Flight Delay InsurEth, Etherisc/Atlas Insurance (Malta), Fizzy (Axa) – no longer available

Crop Protection Achmea, AoN/Etherisc/Oxfam

Reinsurance Retrocession B3i Property Cat XOL (consortia insolvent), XLRAS

Parametric Cat Bond, Weather Allianz, Rainvow

Captive Prof Indemnity & property Allianz

General Motor Travel Ezee (Allianz), USAA/State Farm (Subrogation(

Unemployment DynamisApp

Marine Microsoft/R3/Maersk Insurwave

P&C Riskblock Alliance

Life LIMRA/BAC

Surety Bond Zurich/Accenture

Industry Loss Warranty Cognizant/CordaInsur



Insurance Opportunities



What needs insuring ?

• Wallet insurance (loss & theft)

• Key Management 

• E&O, Professional Indemnity/D&O Cover

• Exchange protection

• Counterparty (Trade) Risk

• Mutualisation/p2p

• Custodial Services

• Ransomware/Cyber

• Mining Operations (P&C)



Crypto Insurance

https://www.evertas.com/ 

https://www.evertas.com/


Crypto Insurance

https://gosuperscript.com/advised/blockchain-insurance/ 

https://gosuperscript.com/advised/blockchain-insurance/


Crypto Insurance

https://www.coincover.com/ 

https://www.coincover.com/


Agenda

• Introductions

• Blockchain(s)

• Cryptoassets

• Insurance

• Wrapup / Q&A



What’s next ?

• Government acceptance & regulation

• Project Libra / DIEM / Paypal / Twitter

• Central Government adoption (CBDC’s are not cryptocurrencies!)

• Crowdfunding platforms

• Growth in “Crypto Financial Services”

• “DeFi”

• ETF’s (Exchange Traded Funds)

Wrapup



https://www.ledgerinsights.com/gartner-blockchain-web3-hype-cycle/ 

Wrapup

https://www.ledgerinsights.com/gartner-blockchain-web3-hype-cycle/


Learning objectives

By the end of this event, delegates should now: 

• Understand what a Distributed Ledger is 

• Be aware of examples of how blockchain is being used across a range of industries 

• Know how blockchain is being used in Insurance 

• Be aware of the main insurable risks 

• Understand what cryptoassets, cryptotokens and cryptocurrencies are 

Wrapup
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Gary Nuttall

Contact details:

eMail: gnuttall@distlytics.com

Skype: @gpnuttall

Mobile: +44 (0) 787 614 1273

Twitter: @GPN01

LinkedIn:uk.linkedin.com/in/garynuttall

Web: www.Distlytics.com

www.linkedin.com/in/garynuttall

www.linkedin.com/in/garynuttall

www.linkedin.com/in/garynuttall

Any questions ?

Distlytics provides education, training, consultancy and advisory services.  

Technology domains include blockchain/DLT, Artificial Intelligence, Big Data and 

Analytics.

Industry expertise includes Insurance, Life & Pensions, Legal, Healthcare, Distribution 

and much more.

Specific services are dependent upon client needs and existing 

methodologies. Previous engagements have included:

•Initial team training

•Value chain analysis

•Feasibility study

•Options analysis

•Requirements elicitation

•Workshop planning & execution

•Project filtering & shortlisting

•Vendor selection

•Project Management

•Board papers

•Post-project review & recommendation

If you need help, advice, training or guidance around Blockchain/DLT, then contact 

gnuttall@distlytics.com to see how we can help.

http://www.distlytics.com/
mailto:gnuttall@distlytics.com
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