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The ‘2019 financial cost of fraud report’ 
by Crowe UK and Portsmouth University 
found that the average organisation in 
the UK can expect losses owing to fraud 
to account for 3-6%, although in some 
cases it is as high as 10%.
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The most frequent types of cyber incidents against insurers are: 

• Phishing Emails-the fraudulent practice of sending emails purporting to be from reputable 
companies in order to induce individuals to reveal personal information,

• Malware Infections- any software intentionally designed to cause damage to a computer, 
server, client, or computer network.

• Data exfiltration’s- a form of a security breach that occurs when an individual’s or 
company’s data is copied, transferred, or retrieved from a computer or server without 
authorisation,

• DDoS (Distributed Denial of Service) the intentional paralysing of a computer 
network by flooding it with data sent simultaneously from many individual computers
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Ransomware Attack- malicious software that threatens to publish or 
blocks access to data or a computer system, usually by encrypting it, until 
the victim pays a ransom fee to the attacker.

• More than 80% of UK organisations 
experienced a successful attack in 
2020/2021

• The average cost of ransomware 
attacks in the UK was around 
£600,000

• The second most targeted 
country is the UK, with 14.6 
million ransomware attack 
attempts.

• Across the world ransomware 
attacks are up 151% in the first 
half of 2021

• The first half of 2021 has already reached 304.7 million ransomware attack 
attempts across the world, making it the worst ever recorded year (and 
we’re only just halfway through it !!
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Insider threat is a malicious threat to an organisation that comes from people 
within the organisation, such as employees, former employees, contractors or business 
associates, who have inside information concerning the organisation's security 
practices, data and computer systems. The threat may involve fraud, the theft of 
confidential or commercially valuable information, the theft of intellectual property, 
or the sabotage of computer systems. 

• 500 business owners, saw 34% of them stating that 
their defrauding had involved collusion between 
employees and fraudsters 

• 21% said their own employees had been behind 
the fraud perpetrated. 
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Counter Fraud Controls

Training Onboarding Fraud Policy Data 
Management 
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Thanks for Listening!

Questions answered at the end of the presentations 

craig.wooldridge@iasme.co.uk

mailto:Craig.wooldridge@iasme.co.uk


• Provide a guide for which counter fraud controls should be in place.

• Reassure your customers and supply chain that you take fraud seriously.

• Attract new business with the assurance that you have taken vital steps to protect their money and 
information.

• Will provide customers and those within the supply chain with the assurance that the most important 
counter fraud measures are in place to protect their money and their information. From tyhr

• Clients/customers/supply chain/employees

• Tone from the top – Behaviors. Culture & Consequences

Counter fraud Fundamentals
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