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the Observer

29 October 1985

RAF covertly taps
mobile phones

‘Special dispensation’ by DTI threatens privacy

Peter B
Defence Cormespondent

A SECRETIVE Royal Air Force
unit dedicated to gathering
and protecting electronic intel-
ligence is moni calls on
Britain's public mol tele-
phone networks — despite ac-
knowledging the risk of ‘acci-
dentally’ eavesdropping on
private conversations.

The Obscrver has estab-
lished that 591 Signals Unit,
based at RAF Digby in Lincoin-
shire, has been monitoring
maobile calls since at least the
middle of this , after the

forming defé monitoring’
of RAF radio frequencies and
their own telephone and fax
systems 1o spot people discuss-
ing classified matenal on open
lines or frequencies.

Unuil last year the RAF was
prevented from monitoring
mobile calls under the 1990 In-
terception of Communications
Act. Now, however, the unit
has been given special permis-
sion by the Department nf
Trade and Indusuy to monitor
mobile telephone wraffic.

The new exception to the Act
follows concern over the in-
creased use of portable tele-
phones by RAF personnel and

about telephone monitoring |
across the three armed'
services. '

Labour MP Chris Mullin
said: ‘There is obvious scope
for abuse. Like most people, 1
am very surprised that the RAF
should be abie 1o listen in to
open public networks and | be-
lieve we shot_:]d be toid more
about this."

The issue is to be rmsed m
Tahour'
retary, Dawvid Cler}. who is tn
ask which other mobile phone
networks are being monitored
by the armed forces. i

A spokesman for the RAF
conceded that
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Anyone with a computer!
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Step 5 Step 7
Privilege Escalation Covering Tracks
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Wanacrypt Ransomware Example

I > ThisPC > Desktop v O Search Desktop »p

2 Name Date modified Q: what's wrong with my files?

- P A: oOoops, your timportant files are encrypted. It means you will not be
| @Please_Read_Me@ 12/05/201710:09  able to access them anymore until they are decrypted.

T 2/05/2017 10 If you follow our instructions, we guarantee that you can decrypt
Bl 12/05/2017 10:09 all your files quickly and safely!
#. Alpha Terminal 04/05/2017 13:18 Let’s start decrypting!

7= Google Chrome /05/2017 13:10 Q: what do I do?

5 InfoSlips.Viewer.exe 9/12/2016 14:05 . . .
A o A: First, you need to pay service fees for the decryption.
7 QNAP NAS TW 29/03/2017 10:17 Please send $300 worth of bitcoin to this bitcoin address:
L_] untitled.pdf WNCRY 705/2017 13:56 12t9YDPgwueZINyMgw519p7 AABI S JrosMw
& Virgin Money Online 9/05/2017 08:59 Next, please find an application file named "@wanaDecryptor@.exe".
It is the decrypt software.
Run and follow the instructions! (you may need to disable your
antivirus for a while.)

Q: How can I trust?

A: Don't worry about decryption.

we will decrypt your files surely because nobody will trust us if
we cheat users.

-

If you need our assistance, send a message by clicking <Contact Us>
on the decryptor window.
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Smishing Example

From: Steven MclLaughlin <andrew.watts61l@ntlworld.com>
Sent: 17 March 2021 08:56

ro: I -

Subject: Available?

Hello -

| need you to handle a short but urgent task, Reply with your whatsapp number.
Thanks.

Sent from my Ipad
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Genuine v Fake Bank Statement

HSBC Advance

Contact fel (3457 304 404

see reverse for call times

Text phone 03457 125 563

wsed by deaf ar spesch impai
www hshe couk

HSBC &<» UK

Your Statement
Mr 8 P Denton
Denton Lodge
Severign Way

I'wickenham
London Account Summary
W il
T I Opening Halince
Payments In
Tkt et o ] e

Closig Bakmee
Orverdrall Limit

125006

Tnternational Bank Ac
GEYTHRUKA020201

15 April to 14 May 2018 Branch Identificr Code
UKGE4160)

Account Number Sheet Number
12345678 a1

Account Name Serende

Mr Sieven Paul Denton &  Mrs Korren Denlon

Your HSBC Advance details

Bure Paywieur type and dosails

Faid our

14 Apr I8 BALANCE BROUGHT FORWARD

16 Ape 18 DD TUNBRIDGE WELLS B 19724
VIS LIDL UK CROWIOROUG
CROWROROLIGHT 1787 16323 D
17 Ape 18 VIS SAINSBURYS SMETS
TUNBRIDG 2231 18754 1)
18 g 15 TFR 402020 12343671
INTERNET TRANSFER Liga00 100645
EERVH Vi
FLL 3445 #7181
4 A 1E VIS INTLO0317H
TTUNES COMBILL
TTUNES COM 1495 95682
35 g 1% D ADMIRAL INSUR. 13547
DD CLOSETIGOST 030
VIS INTLo0sses03 1
Trimme Instant¥
599 4516
26 Ape 18 R 1644
DD SKY DIGITAL 4299
DD SKY DIGITAL 378
VIS @SAINSBURY
N U 38628
30 Ape 18 DD 6909
PR 34
INTERNET TRANSFER 1.100.00
BF K oENTON
JOINT 100.00

BALANCE CARRIED FORW ARD

105 Monut Pleasmt Tunbridge Wells Kent TM1 10P
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Genuine v Fake Bank Statement

HSBC Advance

Contact tel 03437 404 404

HSBC Advance

el (13457 44 404
see reverse for call times

Text phone 03457 125 563

wsed by deaf ar spesch impai

www hshe couk

HSBC <X» UK HSBC X» UK

Com.

see revense fo dmes
Text phone (13457 125 563

used by denf of 3pesek

ipaired customers
www hshe co.uk

Your Statement Your Statement

Mr$ P Denton ke Name

Denton Lodge Park Cotinge

Saverign Wiy Fake Road

I'wickenham Fake Villuze

London Account Summary Fake Town Account Summ

W1 DD seggRanEgs s o ges g = s Fake C o4 ' oo
Opening Halince 4938 TN I;;f‘“* Openmng Bulinee £
Payments In 34571 Povments I 364571

Tl el e e ] T ] I e e ST smErre
Chsmg Balance RO Closing Balance WR.66
Orverdrall Limit 1,250 (K Overndrafl Lamit 1225000

Tnternational Bank A
GEYTHRUKA020201

15 April to 14 May 2018 Branch Identificr Code
UKGB4160)

raational Bank Account Number
THRUKAG20201 2345678

15 April to 14 May 2018 Branch Ldentificr Code
HBEUKEHA166)

Aceount Name Number

Mr Fake Nome & Ms Fake Name

Account Name Serende v Number Sheet Number

M Sieven Paul Tenion & Mrs Kurren Dunton

Your HSBC Advance details

Data Paymsewt eype and derails

Your HSBC Advance details

Dare Paymisur type and dotails

14 Apr I8 BALANCE BROUGHT FORWARD A BALANCE BROUGHT FORWARD

16 Ape 18 DD TUNBRIDGE WELLS B 19724 16 Apr 18 DD FAKE TUNBRIDGE WELLS BC 19724
VIS LIDL UK CROWIOROLG VIS LIDLUK CROWBOROUG
CROWROROLIGHT 1787 16323 D CROWBOROUGH 18323
17 e 18 VIS SAINSEURYS SAMETS 172 1% VIS SAINSPURYS SMKTS
TUNBRIDG 231 18754 1) 231 18754 1
1B AR IS TFR 402020 12343671 18 Agr 18 TOR 4042020 12343671
INTERNET TRANSTER Liga00 1.006.46 INTERNET TRANSFIR e 100646
EERVH Vi 23 Apr 18 VIS SAINSPURYS SMKTS
FLL 3445 #7181 TUNBRIDGEWELD 3465 9781
4 Ape 1% VIS INTLO04317544 1% VIS INTLA04317441
TTUNES COMBILL
TTUNES COM 1495 95682
35 g 1% DI ADMIRAL INSURAN 13547 25 A 18 DI} ADMIEAL INSURANCE 13347
DD CLOSETIGOST 030 EHIGOS INSURA 20
VIS INTLo0sses03 1
Trimme Instant¥ Frinae InslasVideo
599 516 s cokpm 599 516
26 Ape 18 R 1644 26.Apr 18 TUNBRIDGE WELLS BC:
DD SKY DIGITAL 4299
DD SKY DIGITAL 3178
vis TRAVELEX@S AINSBURY
U 39628 SOUTHAMPTON 30058 38638
30 Ape 18 DD @03 300 18 DD BOUGHT BY MANY ]
PR 000 VR an2ngn 17345671
INTERNEL TRANSFER R INTERNET TRANSFER Lionon
BP K DENTON BF K DENTON
JOINT 1 JOINT 10000
BALANCE CARRIED FORW ART> BALANCE CARRIED FORWARD 14118
105 Monut Pleasmt Tunbridge Wells Kent TM1 10P 105 Mouart Pleasont Tunbridge Wells Kent TN1 101
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Your Statement

Mr S P Denton
Denton Lodge
Soverign Way
Twickenham
London
TW1 1DD
I||I.||.II.Il..||I|.|I|I|.|I|.|I|II"|
International Bank Account Number
GB97HBUK40202012345678
15 Apl‘il to 14 May 2018 Branch Identifier Code
HBUKGB4160J
Account Name Sortcode Account Number Sheet Number
Mr Steven Paul Denton & Mrs Karren Denton 40-20-20 12345678 67

14 Apr 18 BALANCE BROUGHT FORWARD 49.58
16 Apr 18 DD TUNBRIDGE WELLS BC 197.24
VIS LIDL UK CROWBOROUG
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Your Statement

Mr Fake Name
Fake Park Cottage
Fake Road
Fake Village
Fake Town
Fake County
TNI1 1QP
I||I.||.I|.I|..||I|.|I|I|.|I|.|I|II”|
International Bank Account Number
GB97HBUK40202012345678
15 April to 14 May 2018 Branch lilentiier-Cods
Account Name Sortcode Account Number Sheet Number
Mr Fake Name & Ms Fake Name 40-20-20 12345678 67

14 Apr 18 BALANCE BROUGHT FORWARD 49.58
16 Apr 18 DD FAKE TUNBRIDGE WELLS BC 197.24
VIS LIDL UK CROWBOROUG

17.
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“IT HAPPENS TO THE BEST OF US "

A High Risk Alert

Your email address and password are being illegally
published and sold online.

What have we found?
Your email address 160bod@gmail.com and the password
you use to access it

Why do | need to know?

They are being sold together online by illegal black market
communities. This puts you at high risk of becoming a victim
of fraud.
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Password Policies

-
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National Cyber

@i&ﬁ Security Centre Pa SSWO I‘d secu rlty

How passwords are cracked... ...and how to improve your system security

Interception G[*13 Help users cope with
. *|* d d ([oF:To i
Passwords can be * q passwora overioa

as they are

over a network

Brute Force

Automated gu
=l

billions of

—
—

l
ll

Average number of Average number of

websites users access UK citizen’s online
using the same password

the comect one is found,

: Help users generate
Stealing ST b appropriate passwords

Passwords
Insecure Y stored passwor
can be stolen - this includ
handwritter ds
hidden close to a device.
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An installed k
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MEDIA

Steve McLaughlin (Director)

Steve Mac Media Limited
90-92 King Street
Maidstone

Kent ME14 1BH

Mobile: 07919 406224
www.stevemacmedia.co.uk
steve@stevemacmedia.co.uk




