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“Slimy liquid, poison”

late Middle English (denoting the venom of a snake): from Latin, literally
‘slimy liquid, poison’. The earlier medical sense, superseded by the current
use as a result of improved scientific understanding, was ‘a substance
produced in the body as the result of disease, especially one capable
of infecting others’'.

noun

1.an infective agent that typically consists of a nucleic acid molecule in a protein
coat, is too small to be seen by light microscopy, and is able to multiply only
within the living cells of a host.

2.a piece of code which is capable of copying itself and typically has a
detrimental effect, such as corrupting the system or destroying data.

Source: lexico.com
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Two Types of Virus
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A Tale of Two Virus Types

& CAPSICUM RE

A Gallagher Company

1918
H1N1 pandemic

Spanish flu lasts over two years

1981

AIDS first recognised
US CDC recognises AIDS

Hong Kong Flu
Lasts 18 months+

2009

H1N1 pandemic
Swine flu lasts 19 months

2019

COVID-19

1940

1st virus design
von Neumann's design
for a self-reproducing
computer program is
considered the world's
first computer virus

1975
1st non-malicious
virus
"Pervading Animal"
represents the first
Trojan "in the wild”

1971
1st virus
The Creeper - experimental
self-replicating program to test
John von Neumann's theory

1989

1st ransomware

AIDS Trojan mailed to
subscribers of a computer
magazine and a WHO AIDS

conference mailing list

2010
1st SCADA virus
Iranian nuclear plant

2015
1st RaaS
Sam-Sam

2017

2020
Phishing attacks
using COVID bait

1st events
NotPetya&WannaCry
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Virus Commonalities
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Temporary
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Non-Life Insurance LOB & Coverage

Non-PD Business interruption

Coverage* Class of Business Pandemic Ransomware
Injury, death PA, Medex, Travel Medex , ]
Travel delay, cancellation Travel 3,'
Event cancellation Contingency ]
Physical Damage Property, Cyber -
PD Business interruption Property, Cyber o
Ak

Extortion K&R, Cyber Ak

3rd party liability Casualty, Cyber | ]"5
Insolvency Surety, Credit, Mortgage ﬁ ]

Crisis management costs Cyber ]‘E

*depending on wording
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Virus Protection Gap
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Acknowledge P
et Address non-

The Opportunity

Decreases
economic loss

Decreases
protection

gap

affirmative

exposure ‘

Counter-
balance to
exposure

) \

Growth in
premium

Investment in
resource
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Current Structures
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Aggregate Stop Loss

Parametric

Quota Share

¢ Aggregate all losses in reinsurance period
e Independent of events

e Can be expressed as LR %

e Standalone Cyber and Medex

e Not related to indemnity
e Trigger paramount
¢ Cat Bonds, parametric ILWs

e Multiple insureds or multiple policies for single insured
e Claims Series clause ~ Event Definition
¢ Casualty event

e Proportional share of premium and loss
o Efficient way to cover tail risk
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O Wording and case law is important
O Originating cause > Event
A Directly vs indirectly

Date of Loss, duration

Global or set radius

Unity, cause
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Swine Flu (2009-10)
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COVID-19 (2019-)
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ears can be affected

<<Virus Event>>

24 month period
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Original policy wording triggers

x0 infection
x1 discovery
x2 damage

x3 claim made

x4 claim settled

<<Virus Event>>

24 month period
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ERPs and Commutation/Sunset

x0 infection
x1 discovery
x2 damage

x3 claim made

x4 claim settled

<<Virus Event>>

24 month period

Capsicum Re | IIL Webinar| 22



The Insurance
Institute of London
fl Cheeree raurance insute

& CAPSICUM RE

A Gallagher Company

Retroactive dates

x0 infection
x1 discovery
x2 damage

x3 claim made

x4 claim settled

<<Virus Event>>

24 month period
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Multiple events or same originating cause
|____Same originating cause |

Event Event
I 1 2
I I

SO S5 AS$ST O8F
FEELELST IS

Days, Weeks, Months, Years

4

Year 1
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Events > Event Definition

Narrow: virus
strains specified as

separate events
Cyber Event

Definition

Broad: “originating

Other features:

A Use of the word “occur”

A Time restrictions may be inappropriate
A Letter of Intent or examples

O Reference to expert decision
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Antivirus

Reinsurance

v

Capital
Markets
(ILS)
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Antivirus but Proactive

A Acknowledge F
risk
Decreases Address non-

: affirmative
economic loss

' exposure ‘
Decreases

protection
gap

Counter- _
balance to Capital Growth in
exposure Markets premium
‘ - l

Reinsurance

Investment in
resource
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Lesson from One Virus to Another...

* The H1N1 swine flu pandemic, \which has sparked widespread fear and
disruption across the globe, has shone a spotlight on a risk that many companies

have disregarded in the past few years,” notes an article on the Lloyd’s of London
web site (www.lloyds.com).

Date: 9th July 2009

Source: https.//www.insurancejournal.com

a) COVID19, 2019

b) Wannacry + NotPetya, 2017

d) Financial Crisis, 2008
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Thank You

Jennifer Braney

Jennifer.Braney@CapsicumRe.com

Jemima Hall

Jemima.Hall@CapsicumRe.com
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This document has been prepared by Capsicum Reinsurance Brokers LLP (for itself and on behalf of each affiliate) “Capsicum” at the request of and for the
exclusive and confidential use of the recipient only. This document is provided to recipient on condition that the recipient shall treat it as strictly confidential and
shall not communicate it in whole, in part or in summary to any third party. Capsicum assumes no duty in contract, tort or otherwise to any third party (excepting
any liability which as a matter of law cannot be excluded) in respect of the underlying data or any material based upon it and no third party should expect
Capsicum to owe it any such duty.

Capsicum shall retain any and/all copyright and other forms of intellectual property or other proprietary rights subsisting anywhere in the world (together,
“Intellectual Property Rights”) in any and/all works; developments (including but not limited to any ideas, know-how, techniques, documentation, software and
reports) and materials (including but not limited to any design, specification, instruction, software, information, data and documents) used or produced by
Capsicum whether individually or in conjunction with others in connection with this document. The recipient does not acquire any right or license in relation to any
Intellectual Property Rights owned or used by Capsicum by virtue of this document being provided to the recipient.

Acceptance by the recipient of this document shall be deemed to be agreement by the recipient to the above.

© Copyright 2019 Capsicum Re. All rights reserved: No part of this document may be reproduced, stored in a retrieval system, or transmitted in any form or by
means, whether electronic, mechanical, photocopying, recording or otherwise, without the permission of Capsicum Re.
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Feedback
Many thanks for attending this webinar.

Please take a moment to complete this Feedback Form.
Your comments will enable us to ensure that future CPD
activities satisfy the needs of our members. CPD certificates
will be available to download from the event page within 24
hours of the event date.

To access the survey, scan this Quick Response code with
your QR reader app on your mobile phone.




