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Cyber – What is it ?!

Coverage triggers differ from traditional Fire and Theft

Unauthorised Access

Computer Virus / Malware

Denial of Service Attack

Operational Error 



Cyber – How are we exposed ?

Online sales



Cyber – How are we exposed ?

Internal network downtime – not simply a 
case of logging in remotely



Cyber – How are we exposed ?

Using a data centre doesn’t necessarily remove risk 



Cyber – How are we exposed ?

‘We’ are still the 
highest risk – social 

engineering / 
employee errors. 

7 out of 10 people 
arrested for cyber 

crime were employees
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Cyber – How are we exposed ?

Telephone networks 

– phone hacking or phreaking



Cyber – How are we exposed ?

Are we the weakest link into another 
network – 75 % of reported breaches 
traced to a trusted connection. Hackers 

exploit smaller companies due to 
weaker security / protection



Cyber – How are we exposed ?

Data protection – encryption is just part of the answer. Paper 
documents and physical records more widespread



Cyber – How are we exposed ?

Business Interruption losses often larger than 
data breach costs – 2/3 of DDOS attacks lasted 
over 6 hours, with 12 % lasting from 1 day to 

over a week



Cyber – How are we exposed ?



Cyber – How are we exposed ?

IT expertise and size of teams



Cyber – How are we exposed ?

31 % of cyber attacks / incidents from inside the organisation



Cyber - Coverages

Liability Sections
Defence Costs, Damages & 

Regulator Fines

First Party 
Sections

Insured’s Loss

Expense/Services 
Expenses Paid to Third 

Party Providers

Damage to Third Party 
Networks & Data / Failure of 
Security

Failure to protect/wrongful 
disclosure of information 
(including employee 
information)

Privacy or Security related 
regulator investigation

As above when committed by a 
third party you outsource to 
(e.g. Cloud Provider)

Media content infringement / 
libel / slander / defamation

Network Restoration

Business Interruption and 
Extra Expense

Data Restoration

Cyber Theft

Cyber Extortion

Telephone Hacking

Adulteration of Stock

Privacy Breach Notification 
Costs

Forensic Investigation Costs

Credit Monitoring

Privacy Breach Legal Advice

PR Costs



Cyber – Social Engineering / Impersonation Fraud

Impersonation Fraud is a scheme that involves an imposter 
requesting a fraudulent payment. 

The perpetrator usually assumes the identity of an authority 
figure to request a payment to another party (Chairman / 

Financial Director or vendors). 

Delivery method could be email, text or even a phone call

The request is usually for a bank transfer in order to secure 
immediate transfer of funds.



Cyber – GDPR Fines

Under new regime, there is a two‐tiered sanction regime.

Lesser incidents will be subject to a maximum fine of either  
€10m or 2% of an organisation’s global turnover (whichever is 

greater)

While the most serious violations could result in fines of up to 
€20m or 4% of turnover (whichever is greater).



Cyber – Risk Features

Your 
Network

Picture It

SCADA

Mobiles

DRP

Claims

Security

People

Data



Cyber – Merits of a Cyber Breach Partner

Conflict of interest with the current IT provider – uncover the truth !

Speed of response – the first hours are vital

Cost – contacting a forensic consultant etc when all ‘hits the fan’–thousands!

Experience – keeping the message relevant and clear by removing emotion



Cyber – Real Claims Examples

“Unhappy (former) IT Director encrypts customer database”. 



“Law firm – unaware of ongoing hacking event”

Cyber – Real Claims Examples



Cyber – Real Claims Examples

Insurance brokers…..



Cyber

Questions / Comments / Experiences !


