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Today’s learning outcome

. By the end of this event y
gained an insight into




What makes for a great event?

» Participation
e Share experiences
» Ask questions

* Do debate

» Don't feel awkward
Swap business
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« ‘Smarter communications” and
FinProms in social media

« Privacy in customer documents

« Target market and ‘demands and
needs’ infarmation flows

« Third party relationships

« Distribution arrangements

« Data acquisition/analytics

« Conflicts, transparency
and disclosure

» Product information

= Senvice and status disclosure

» Knowledge and ability




Brainstorm?

1. What's giving you a regulatory
headache at the moment

2. Reflecting on any rece
what have they co
what have you

1. GDPR/DP
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Would it
matter?

‘OPEN A BUSINESS ACCOUNT
TODAY
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Ticketmaster admits personal data stolen
in hack attack

O 27 June 2018
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Disney On Ice presents Dream Big Tickets

Disney On ics presents Dream Big Tickets and Event Dates

News Sport Weather iPlayer TV Radio

More  ~  Search

Entertainment & Arts |~ Stories  More ~

Top Stories

UK criticised over role in US
rendition

UK tolerated "inexcusable" US treatment
of detainees in years after 9/11 attacks,
report finds

® 8 minutes ago

UK told 'ittle time left' for Brexit
deal

© 8 hours ago

Could the migration crisis finish
the EU?

® 9hours ago
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Dixons Carphone admits huge data admitted a ﬁuge data

breach breach involving 5.9
million payment cards and

Qg f v @ O <1 2 million personal data
records
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Dixons Carphone admits huge
data breach

© 4 minutes ago
PM 'must honour Brexit vote
assurances'

® 19 minutes ago
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Facebook's Zuckerberg says his data was  Top Stories

harveStEd Cabinet to discuss Syria military
action

O 11 Apil 2018 f y ° E ‘: Share Ministers are expected to back her call to
join military action by the US and its allies.

Facebook-Cambridge Analytica data scandal © 40 minutes ago

US weighs military response over
Syria

© 2hours ago

No-one speaks for me - Yulia
Skripal

® 3hours ago
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Home / News / FCA and ICO publish joint update on GDPR

FCA and ICO publish joint update on GDPR

- iny
Statements ‘ Published: 08/02/2018 ‘ Last updated: 08/02/2018 Print page Share page

FCA and ICO publish joint

The Financial Conduct Authority (FCA) and the Information Commissioners Office (ICO) update on GDPR
have today published an update on the EU General Data Protection Regulation (GDPR).
Further information =

The EU General Data Protection Regulation (GDPR) will apply in the UK from 25 May 2018. It is an essential step PRIIPs Regulation ¢
forward in enhancing the privacy and security of personal data. The GDPR will be requlated and enforced in the UK

by the Information Commissioner’s Office (ICO). Financial services firms will need to consider how the GDPR will PRIIPs disclosure: Key
apply to them, and ensure that they are ready to comply with the regulations from May 2018. Information Documents

Complying with some of the FCA's rules requires financial services firms to process personal data. Firms have
asked us about their ability to comply with both the GDPR and rules made by the FCA. We believe the GDPR does
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What data?

* GDPR applies to ‘personal data’ meaning
information relating to an identifiable per

* Name, photo, email address, ide
bank details, posts on social n
medical information, locati

» Electronic and manu
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Trainng

Aboutthe Cll  Govemance  Professional standards ~ Accreditation ~ Jobsatthe Gl Aldermanbury Declaration  ClI media centre

Home » Governance » Data Protection and Privacy Statement

Data Protection & Privacy Statement Data Protsction and Privacy
Statement

The Chartered Insurance Institute ('CII", "we", "us")is committed to protecting the privacy and securty of those with Data Protection and Privacy

whom v interact Statement

We recognise the need fo respect and protect information that is collected or disclosed to us (called "Personal

Information" explained belov:) Not a member?
Members receive exclusive
This notice is intended to tell you how we use your Persanal Information and describes how we collect and use your discounts on Cll tuition, courses
Personal Information during and after your relationship with us, in accordance vith applicable Data Protection Lavis. and exam enfry.
Join online »
1.WHO WE ARE

Cll is a professional body for the insurance and financial planning profession. Our mission is to improve public trust in : I i
the profession through the promofion of higher standards of integity, technical compefence and business capabiliy. z 1 k {’/
i }

Cll s commitied to handling data fairly and lawfully and takes its data protection obligations seriously. Cll ensures that it
pracesses Personal Information in compliance with applicable data protection laws, including, without limitation, the
General Data Protection Regulation 2016/679 ('GDPR"),

2.WHAT S PERSONAL INFORMATION AND WHAT PERSONAL INFORMATION DOES Cll COLLECT ABOUT
You?
What is Personal Information?




Data protection and privacy

The Cll wil ensure fhat your personal data is processed in line with Data Protection legislation and the Cll Data Protection and Privacy Statement (available at
wwi.cil.co.ukldataprotection). To process this request, | consent to the Cll processing my data.

Privacy and electronic communications regulations

- In order to keep you informed in a fimely and cost-effective manner, the Cll uses email as our principal method of communication. From fime to fime, we
may vish to electronically draw your atiention to other CIl products and services which are likely to be of interest to you. Tick this box to consent to receiving
marketing communications from the CIl by emal.

To opt out of postal marketing communications from the CIl and your local insfitule please send a request to Customer Service &t customer serv@eil.co.uk

Sharing your data with local inslitutes

¥ Clllocal institutes provide access fo a programme of services including CPD events, training and networking opportunties designed fo support you and
complement your CII membership. We will share your data with your local institute (UK, Channel slands and lsle of Man based members only) so they may
send you relevant email communications. Tick this box to consent to the CIl sharing your data with your local insttute

Sharing information with your employer
¥ The Cll may receive a request from your employer to provide it with defails of your assessment record and accreditation including al aftempts and future
entries, along with your CIl permanent icentty number. Tiek this box to consent to the CIl sharing this informeation vith your employer.

About | FAQs | Contactus | Accessibity statemen | Privacy statement. | Terms and condifons | Current vacancies rhovs I @
Copyright ©2018 The Chartered Insurance Insftute. All ights reserved. Wi in

Standards. Professionalism. Trust

obaba | My Cll | Log out
Adv:

Quficaions | Tranng | Coporate | Knowkedge | Consumer | Nebwork & Events

Communication Preferences

Tell us exactly what you would like to receive information on and how we should communicate with you by updating your preferences below. Once you have
made your changes, click Save and your updates will be effective within one business day. Please note - if you choose not to receive markefing communications,
you will stll receive fional ications relating to your membership. qualif event bookings and voting rights, as well as important operational
nofifications relating to the Chartered Insurance Institute.

My Membership Study
Receive all communication Select none _ ’

Your qualfficaion - updates © Email © Paper & None
Member updates/news F New qualification/leamning route changes © Email © Paper © None
CPD updates g Revision courses © Email © Paper & None
Faculty nevisleter B

12

,J;y”g:'r,xm . Research and Thought Leadership
Perks afinity benefis F
Jobsie P Research and reports @ Email © None
Journoney P Policy updates & Email © None

Govemment and regulator engagement @ Email © None

Surveys @ Email © None © Paper
Membership Magazines

Local Institutes

The Joumal © Email @ Paper  None




|ICO — numbers 2016/17

» 498,108 data controllers register
e 204,281 overall concerns re
» 17,300 cases conclude
* Fines totalled £3.5
Fee income £1

|ICO — work with firms

35 audits providing advice and
recommendations

» 22 information risk revie
» 23 follow-up audits
58 advisory visi
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General business

Health

Local Govemment

Lenders

Central Govemment

Palicing and criminal

Education
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Nature of concerns generating most reports where nature was specified

2015/16

Subject access [e&d

Disclosure of data
Inaccurate data

Security

Right to prevent processing

Use of data

Obtaining data
Excessive/ Irrelevant data

Retention of data

2016/17

45

And why?




2,565 self reported inciden

Health

11% Local government
9% General business
6% Education
4% Solicitors/Barristers
4% Charities
4% Policing & criminal records
% Housing
% Financial advisors
% Central government
% Lenders
% Telecoms
Retail
Regulators
Insurance
Social services
Internet
Clubs/Associations
Pensions
Courts/Justice system




The UK's independent authority set up to uphold information
0 tights in the public interest, promoting openness by public

Information Commisslone’ Ofce bodies and data privacy for individuals.

Home  For the public ~ For organisations ~ Report a concem  Action we've taken

For organisations | Resources and support /

Data protection self assessment

This self assessment toolkit has been created with small organisations in mind. It will
be most helpful to small to medium sized organisations from the private, public and
third sectors.

Good information handling makes good business sense. You'll enhance your business's
reputation, increase customer and employee confidence, and by making sure personal
information is accurate, relevant and safe, save both time and money.

Use our checklists to assess your compliance with data protection law and find out
what you need to do to make sure you are keeping people’s personal data secure.
Once you have completed each self assessment checklist a short report will be created
suggesting practical actions you can take and providing links to additional guidance
you could read that will help you improve your data protection compliance.

Share e

The UK’s independent authority set up to uphold information
0 rights in the public interest, promoting openness by public

Informaton Commisiner’sOffce bodies and data privacy for individuals.

Home  For the public ~ For organisations ~ Report a concem  Action we've taken

For organisations / Finance /

General Data Protection Regulation (GDPR)
FAQs for small financial service providers

Will the GDPR stop us from complying with our other
regulatory requirements, such as Anti-Money
Laundering, Know Your Customer and Open Banking
requirements?

We do not believe that data protection law prevents organisations from complying
with other financial regulatory requirements. The GDPR allows you to process personal
data where it is necessary to comply with other legal obligations, and the FCA takes
data protection into account when it is setting its own regulatory rules.

Share e




Right to be |

Ata glance

+ Individuals have the right to be informed about the collection and use of their
personal data. This is a key transparency requirement under the GDPR.,

» You must provide individuals with information including: your purposes for
processing their personal data, your retention periods for that personal data, and
who it will be shared with. We call this ‘privacy information’,

+ You must provide privacy information to individuals at the time you collect their
personal data from them.

You must ackively provide privacy information to individuals. You can megk this
requirement by putting the nformation on your website, but you must make
individuals aware of it and give them an easy way to access i,




0
The UK's independent authority set up to uphold information
tights in the public interest, promoting openness by public

Information Commisslone’ Ofce bodies and data privacy ividuals.

Home  For the public ~ For organisations ~ Report a concem  Action we've taken  About the ICO

For organisations / Guide to data protection / Privacy notices, transparency and control /

What should you include in your privacy
nOt]CE? Share e Download options 9

Search this document Q The starting point of a privacy notice should be to tell people:

» who you are;
About the code

» what you are going to do with their information; and
Who should use this code? » who it will be shared with.

Z\;;eyctslczu;:\)’::y Fi’r:(f]::dmeation? These are the basics upon which all privacy notices should be built. However, they

can also tell people more than this and should do so where you think that not telling
What should you include in peaple will make your processing of that information unfair. This could be the case if
your privacy notice? an individual is unlikely to know that you use their information for a particular

nurnose or where the nersonal data has heen collected by oheeryation arinference |

Legal Basi



What are the lawful bases for processing?

The lawful bases for processing are set out in Article 6 of the GDPR. At least one
of these must apply whenever you process personal data:

(a) Consent: the individual has given clear consent for you to process their

personal data for a specific purpose.

(b) Contract: the processing is necessary for a contract you have with the
individual, or because they have asked you to take specific steps before entering

into a contract.

(c) Legal obligation: the processing is necessary for you to comply with the law

(not including contractual obligations).

(d) Vital interests: the processing is necessary to protect someone’s life.

(e) Public task: the processing is necessary for you to perform a task in the
public interest or for your official functions, and the task or function has a clear

basis in law.

(f) Legitimate interests: the processing is necessary for your legitimate
interests or the legitimate interests of a third party unless there is a good reason
to protect the individual's personal data which overrides those legitimate
interests. (This cannot apply if you are a public authority processing data to

perform your official tasks.)

For more detail on each lawful basis, read the relevant page of this guide.

Purpose of processin

Lawful Basis

Providing quotations; arranging and
administering insurance policies

Necessary for the performance of an
insurance contract

Arranging Premium Finance/Consumer Credit

Necessary for the performanc
consumer credit contract

Provision of information on products and
services (Marketing)

Our legitimate intere:
explicit consent

To notify you of changes in our service

To prevent and detect fraud, money laundering
and other financial crimes

To meet general legal or regulatory obligati

Statistical analysis
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You may not know that you are currently o
out of Nectar marketing communication
choose, and change how you'd like
contact you, just log into

'‘Manage Account' and then '
Preferences'. Here you ca
emails with our latest o

like us to keep you
happening with

The UK’s independent authority set up to uphold information
0 rights in the public interest, promoting openness by public

Informaton Commisiner’sOffce bodies and data privacy for individuals.

Home  For the public ~ For organisations  Report a concem  Action we've taken  About the ICO

About the ICO / News and events / News and blogs /

Moneysupermarket fined for ignoring
customers’ marketing email opt-outs )

Date 20 July 2017
Type News

Information Commissioner’s Office (ICO) for sending millions of emails to customers
who had made it clear they didn't want to be contacted in that way.

The company sent 7.1 million emails over 10 days updating customers with its Terms
and Conditions. But all the recipients had previously opted out of direct marketing.

Moneysupermarket's email included a section entitled 'Preference Centre Update'




“Insura
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And for insurance?

» The DP Act provides an overarchin
substantial public interest  (the
process Special Category Per
criminal conviction data wi

* Where necessary for
purpose ” — advisi
administering
exercising
obligati




Direct marketing?

Communication (by whatever m
advertising or marketing materi
directed to particular indivi

Prospects? Will differ
individual or a busi
Third party maili

third party




If you are sending marketing to someone within an organisation using an email
address like this, firstname.surname@organisation.com, or contacting a specific
individual using a phone number identified with them, then you will be processing
personal data and you will therefore need to follow the requirements of GDPR in terms
of how you process that data. However, you will also need to comply with PECR as
email is electronic marketing.

Under PECR you can be an ‘individual subscriber’ or a ‘corporate subscriber’. The rules
you have to follow under PECR will vary depending on which of the two categories an
individual falls under. More detail on this can be found in the ICO's Guide to PECR.

o 'Individual subscriber’ covers individual customers (including sole traders) and
other organisations (e.g. other types of partnership).

« 'Corporate subscriber” covers subscribers that are a corporate body with separate
legal status. This includes companies, limited liability partnerships, Scottish
partnerships, and some government bodies and can cover an individual working for
a corporate subscriber.

Marketing email

If you are sending marketing emails, then you need to know whether you are sending
them to corporate subscribers or individual subscribers. Under PECR, where you are
contacting a corporate subscriber you do not need to have the consent of the
individual to contact them. It is therefore important that you know you are contacting
a corporate subscriber. If you are not sure, the ICO would recommend you treat the
person as an individual subscriber. If you are emailing an individual subscriber you will
need the person's consent to do so.

At-a-glance guide to the marketing rules

Method of communication Individual consumers Business-to-business
(plus sole traders and partnerships) (companies and corporate bodies)

Live calls O Screen against the Telephone O Screen against the Corporate Telephone
Preference Service (TPS) Preference Service (CTPS)
0O Can opt out O Can opt out
Recorded calls O Consumer must have given caller O Consumer must have given caller
specific consent to make recorded specific consent to make recorded
marketing calls. marketing calls.
Emails or texts O Consumer must have given sender O Can email or text corporate bodies

specific consent to send marketing O
emails/texts.
0O Or soft opt-in (previous customer,

our own similar product, had a
chance to opt out)

Good practice to offer opt out
O Individual employees can opt out

Faxes O Consumer must have given O Screen against the Fax Preference
sender specific consent to send Service (FPS)
marketing faxes O Can opt out
Mail O Name and address obtained fairly O Can mail corporate bodies
O Can opt out O Individual employees can opt out

ico.

Version 2.0




Method of
Communication

Circumstances Allowed Lawful Basis
YIN

Post Individual has explicitly opted in Y Consent
Individual has explicitly opted out N
Individual has not objected to post and has not registered with the Y
Mail Preference Service (www.mpsonline.org.uk) and name/address
were obtained fairly
Email/Text Individual has explicitly opted in

(includes Social Media)

Individual has explicitly opted out

Individual has not explicitly opted in but

Business prospects who do n
and it is their business insl

Telephone
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Data Breaches

« Compulsory notification to ICO within 72
hours where breach is likely to result in
risk to the rights and freedoms of
individuals (discrimination, dam
reputation, financial loss or ot
economic or social disadv

» Notification to individ
their rights and fr

Maximum fi




What then?

* How long will it take you to discover a dat
breach?

* What will you then do?

* Publicity?

» Are you (and your clients
How/what went wro

The UK’s independent authority set up to uphold information
0 rights in the public interest, promoting openness by public
Informaton Commisiner’sOffce bodies and data privacy for individuals.

Home  Your data matters  For organisations ~ Make a complaint ~ Action we've taken ~ About the ICO

For organisations /

Report a breach st Q)

There are certain incidents that organisations need to tell us about. Use this page if Take action
you are an organisation that has experienced one of the following types of incident
and need to report it to the ICO: Make a complaint
« 2 personal data breach under the GDPR or the Data Protection Act 2018;
+ & Privacy and Electronic Communications Requlations (PECR) security breach by a Further reading
telecoms or internet service provider; or
+ a potential breach of the NIS Directive [ Personal data breaches
For organisations

GDPR or DPA 2018 personal data breach [ Pesonl s breches -

Law Enforcement




ico.

ndareysian Commizaioner s Ofles

Preparing for the General Data Protection
RED BN 12 steps to take now

Awareness

You should make sure that decision makers and key
people in your organisation are aware that the law is
changing to the GDPR. They need to appraciate the
impact this is likely to have.

Information you hold

You should document what personal data you hold,
where it came from and who you share it with. You
may need to organise an information audit.

Communicating privacy information
You should review your current privacy notices and
put & plan in place for making any necessary
changes in time for GDPR implementation.

Individuals’ rights

You should check your procedures to ensure they
cover all the rights individuals have, including how
you would delete personal data or provide data
electronically and in a commonly used format.

ico.org.uk

0

Subject access requests

You should update your procedures and plan how you
will handle requests within the new timescales and
provide any additional information.

Lawful basis for processing personal data
You should identify the lawful basis for your
processing activity in the GDPR, document it and
update your privacy notice to explain it,

u Consent

‘You should review how you seek, record and manage
consent and whether you need to make any changes.
Refresh existing consents now If they don't meet the
(GDPR standard.

e Children

‘You should start thinking now about whether you
need to put systems in place to verify individuals”
ages and to obtain parental or guardian consent for
any data processing activity.

oData breaches

You should make sure you have the right procedures
in place to detect, report and investigate a personal
data breach.

QData Protection by Design and Data

Protection Impact Assessments

You should familiarise yourself now with the 1CO's
code of practice on Privacy Impact Assessments as
well Article 29

as the latest guidance from the 2
Warking Party, and work out how and when to
implement them in your organisation.

°Dzﬂ.a Protection Officers

You should designate someone to take responsibility
for data protection compliance and assess where this
role will sit within your organisation’s structure and
governance arrangements. You should consider
whether you are required to formally designate a
Data Protection Officer.

@ International

1f your organisation operates n more than one EU
‘member state (ie you carry out cross-border
processing), you should determine your lead data
‘protection supervisory authority. Article 29 Working
Party quidelines will help you do this,
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. All insurance distribution acti
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Home / News / FCA publishes decision notices against One Call Insurance Services Limited and John Lawrence Radfor

FCA publishes decision notices against One Call
Insurance Services Limited and John Lawrence Radford

Press Releases | Published: 26/01/2018 | Last updated: 26/01/2018

The Financial Conduct Authority has today published Decision Notices in respect of One Call
Insurance Services Limited (One Call) and its Chief Executive and majority shareholder
John Lawrence Radford.

A connected company to One Call, One Insurance Limited (OIL), has made a reference to the Upper Tribunal (the
Tribunal) as a third party in relation to certain statements in the Decision Notices, where each party will present
their case. The Tribunal will then determine the appropriate action for the FCA to take, which may or may not

in ¥ X

Print page Share page

FCA publishes decision
notices against One Call
Insurance Services
Limited and John
Lawrence Radford

Media Centre

Press releases and contacts for
journalists and other media
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Home / News / The Financial Conduct Authority takes disciplinary action against five individuals and three firms in relation to solicitors" professional

indemnity insurance and other insurance schemes' failures

The Financial Conduct Authority takes disciplinary
action against five individuals and three firms in
relation to solicitors' professional indemnity insurance

and other insurance schemes' failures ,
- in ¥ X
Press Releases ‘ Published: 01/02/2016 ‘ Last updated: 01/02/2016 Print page Share page

The Financial Conduct Authority (FCA) has fined five individuals and two firms a total of £15.5m, in addition to banning four of
those individuals, for significant integrity and competence failings.

F A CONDUCT

AUTHORITY
About us Firms Markets Consumers Publications
Home / News / Moorhouse fined for failures in relation to its telephone sales

Moorhouse fined for failures in relation to its telephone

sales ,
- in v
Press Releases ‘ Published: 23/04/2015 ‘ Last updated: 23/04/2015 Print page Share page

The Financial Conduct Authority (FCA) has today fined Moorhouse Group Limited (Moorhouse) £159,300 for failures In relation to
the oversight and control of its telephone sales and in particular the sale of commercial vehicle add-on insurance products
during 2012.

Moorhouse is a general insurance broker whose business is focused on selling motor and lizbility related insurance products to small and medium enterprises
(SMEs) including very small businesses known as micro-SMEs.

Georgina Philippou, acting director of enforcement and market oversight at the FCA said:
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Home / News / Besso Limited fined for anti-bribery and corruption systems failings

Besso Limited fined for anti-bribery and corruption

systems failings ,
- in v
Press Releases ‘ Published: 19/03/2014 ‘ Last updated: 19/03/2014 Print page Share page

The Financial Conduct Authority (FCA) has fined Besso Limited £315,000 for a failure to take reasonable care to establish and
maintain effective systems and controls for countering the risks of bribery and corruption.

The FCA found that Besso, a general insurance broker, operated a weak control environment surrounding the sharing of commissions with third parties which
qave rise to an unacceptable risk that they could be used for corrupt purposes.

Tracey McDermott, the FCA's director of enforcement and financial crime, said:

"Despite receiving two visits from us, and numerous industry wide warnings, Besso failed to ensure that they had proper systems and controls in place to

wntar the rickc of heiban ond iondn thair bucin it
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Home / News / FSA bans and fines insurance broker Harbinder Panesar £212,237 for misappropriating money from his business and selling worthless

policies

FSA bans and fines insurance broker Harbinder Panesar
£212,237 for misappropriating money from his

business and selling worthless policies ,
- in ¥ X
Press Releases ‘ Published: 15/01/2013 ‘ Last updated: 29/03/2013 Print page Share page

The Financial Services Authority (FSA) today banned insurance broker, Harbinder Panesar, from working in the financial services
Industry and fined him £212,237.

Panesar was the director of South Wales motor breakdown insurance firm, Motorcare Elite (2008) Ltd (Elite). The FSA has cancelled the permission of Elite,
meaning it can no longer do authorised business. Elite is currantly in liquidation.
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Home / News / Firm fined £1.8million for "unacceptable” approach to bribery & corruption risks from overseas payments

Firm fined £1.8million for "unacceptable” approach to

bribery & corruption risks from overseas payments ny
In

Press Releases ‘ Published: 19/12/2013 ‘ Last updated: 30/08/2015 Print page Share page

The Financial Conduct Authority (FCA) has fined JLT Specialty Limited (JLTSL) over £1.8million for failing to have in place
appropriate checks and controls to quard against the risk of bribery or corruption when making payments to overseas third
parties.

JLTSL, which provides insurance broking and risk management services, was found to have failed to conduct proper due diligence before entering into a
relationship with partners in other countries who helped JLTSL secure new business, known as overseas introducers. JLTSL also did not adequately assess the
potential risk of new insurance business secured through its existing overseas introducers,

Tracey McDermott, the FCA's director of enforcement and financial crime said:

Are we fali




e A privacy reminder from YouTube, a Google company

O YorTube™

you tube brolly insurance

Up next

50%

DON'T TRUST INSURERS

50% people don't
trust their insurer to
pay out on claims

We asked people what they REALLY thought about insurance!
e §lo A s

295 views
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Filmed My Boss Firing Me

Cole Hersch
9.8M views

The People vs Insurance

Brolly
B 17views

10 Things Body Language Says
About You

TheHUB ]
12M views

Teen Lotto Winner Says She's
Miserable as a Millionaire | This
This Moming @

Mviews
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'Degree needed' to fathom financial small
print

By Kevin Peachey
Personal finance reporter
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Top Stories

Multiple arrests in raids across
France

A total of 23 people have been arested
and weapons seized in a series of raids
targeting Islamist militants across France,
officials say, following Friday's aftacks in
Paris.

@© 8 minutes ago
Terror funding to be cut off -
Cameron

® 17 minutes ago

Heavy rain brings flood disruption

@© 59 minutes ago




Search here

o« [Ooen
s [ o4 [ ] 2 s

Insurance

BUSINES S DN

NEWS INFOCUS RESOURCES SPECIALTY FORUM EVENTS SUBSCRIBE
v

85% of homeowners don't understand this
insurance product

by Louie Bacani
120ct 2016
Freee-newsletter - get the latest news! &
SHARE INDUSTRY NEWS
Allianz
5March 2018 sees rule changes to
1Y} ey loossd 2

Veracity Index 2017 - all professions overview

“Now | will read you a list of different types of people. For each would you tell me if you generally trust them to tell the truth, or not?"

Nurses

Doctors

Teachers

Professors

Scientists

Judges

Weather Forecasters
The Police

Television news readers
Clergy/priests

The ordinary man/woman in the street
Civil Servants

Lawyers

Pollsters

Charity chief executives
Trade union officials
Local councillors
Bankers

Business leaders

Estate agents
Journalists

Professional footballers
Government Ministers
Politicians generally

Ipsos MORI

Social Rosparch Inctitute
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‘ % trust to tell the truth

Base: 998 British adults aged 15+ fieldwork 20 - 26 October 2017
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Some firms’ cultures,
processes and products ha
been designed to enabl
to profit from consu

and to exploit t
access to, or
infor

What is good conduct at Beazley?

At the heart of Being Beazley is considering the needs of our customers in
everything we do — whether it's the products we sell or how we sell and service
them. This represented in our ‘being Beazley’ values.

Being Beazley is at the heart of everything we do...
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What shapes Conduct Risk?

Corporate strategy and culture

Customer needs, sales strat
design and governance

Financial promotions
Sales and advic
After sales i
Claims




Brainstorm?

1. What is IDD all about?

2. What changes do you thi
have to make?

. Have you mad

Overview

e IMD came into force 14 Jan 2005

» IMD2 sought to “improve regul
insurance market in an effici
to ensure a level playing fi

participants involved i

products and stre

protection”




Intended improvements?

» Expand scope to all distribution chan

* Identify, manage and mitigate co
interest;

» Ensure sanctions are mor

advice; and,

e Ensure seller
match the

CONDUCT
AUTHORITY
About us Firms Markets Consumers Publications

Home / News /

Update to proposed delay on the Insurance Distribution

Directive (IDD) & iy
In

News stories ‘ Published: 05/02/2018 ‘ Last updated: 05/02/2018 Print page Share page

The European Commission (the Commission) has proposed a delay © to the application date of the IDD to 1 October 2018. This
proposal is currently under consideration by the European Parliament and European Council.

In order to provide certainty for industry, Her Majestys Treasury has announced @ that the government will delay transposing the IDD into UK law until the
outcome of this proposal has been confirmed. This is expected to be after 23 February 2018, the original application date of the directive.

Therefore, once the IDD is transposed into UK law we will make our final rules - these were published in near-final form on 19 January 2018 (as we said
in PS18/1, we do not expect to make any changes to the near-final rules). Firms will then be requirad to comply with our final rules from whatever date is
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Insurance Distribution Directive
implementation — Feedback to CP17/7

and near-final rules

Policy Statement
Ps17/21

September 2017

a. Application




Application

 All persons who conduct insurance
distribution (as defined) to custo
» New category of ancillary in
intermediary (All) — wher
ancillary to the main

« FCA will re-label i
activities to “in

Application

* |COBS excludes reinsurance and lar

» FCA will maintain (prescriptive) i
disclosure requirements exe
commercial large risks

» Certain requirement
intermediaries in




Large risks?

. _ ~_covering risks with
following categories, in accordance w
of the g

Y ,
canal vessels), aircraft liability liability of
(sea, lake, river and ce
e (b) and

professionally in an in
the liberal professic

railway rolling stock = fire and

damage to property motor vehicle liability
miscellaneous financial loss

employees B

Customer Classification

 IDD applies to both retail (cons
commercial customers

e Definitions under ICOB




Client Definitions

o Consumer e Commercial

Any natural person who A commerci
is acting for purposes a custo
which are outside trade con

or profession

This is to match the D
same as retail cus

“Mixed use” treated as commercial.

If unsure whether consumer or commercial then
you must treat as consumer.

Group

Commercial legal Policyholder —
“consumer” beneficiaries (e.
accident and PMI)




Why is this important?

There are different rules about what y
to give a consumer customer

An ‘assumption’ is made that a
customer is more knowledg

Large commercial cust
rights, e.g. do not qu
FOS and FSCS

b. Professional,
Organisational
and Prudential




Professional, organisational
and prudential

1. Staff knowledge and ability
Prudential requirements
Restriction on the use

)

1. Knowledge and ability

» Applies to insurers, insurance and
reinsurance intermediaries
— Product knowledge, applicable law

complaints process, insurance
financial competence

minimum
distributi




1. Knowledge and ability

» Other than required by TC, no mini
qualification is required but fir
expected to consider emplo
with IDD training and de
assessing their comp

certifying employe

2. Prudential

» FCA propose to maintain already
requirements for PIl - €1,25m
year and €1,850m in the a
annual income up to £3

cover — legal d




3. Restriction on the use of
intermediaries

 All firms must only use authorised
insurance intermediaries for ins
distribution services for the

» This goes beyond curre
apply to insurers

New rules sit in

c. Complaints
Handling




Complaints

» IDD requires process in place for customer
other eligible parties to register complai
receive replies. This requirement appli
types of insurance transaction, w
involves a retail customer or a
customer, including reinsur

» IDD requires “adequat
and independent o
redress procedu
complaints a

* Current DISP rules contain the following
requirements:

» complaints from eligible complainants
handled in accordance with the co
handling rules in DISP 1

e an appropriate and effective
dealing with complaints fr
not eligible complain

* that complaints fr
can be referre




* Now will include complaints about busi
carried on by UK firms from a branc
another EEA state

e FOS to apply to firms with e
the UK that eligible com
refer complaints from

d. Conduct of
Business




1. Overarching requirements

1. Act honestly, fairly and professi
the best interests of the cust

2. Communicate in a way
not misleading

3. Label marketing
rather than c

4. All customers and all parts of th
subject to conduct of busines

principles

New requirements wil




2. Pre-contract disclosures

1. What type of firm are you (insurer,
intermediary)?

2. Are you acting on behalf of
customer? Does this ¢

Do you own 10% o

4. Intermediaries to disclose “nature and basi
of the remuneration they receive”

* Nature — type (commission, bonus, profi
other financial incentive)

» Basis — source (who from)
* Remuneration incl non-m

5. Firms need to prese

useful way highli
interest (only




5.25 The table below sets out some scenarios and whether they are likely to be compliant with cur
proposed rules and guidance.

Tabie 1: i cor irvg r ion discle =

Likely
Scenario compliant? | Comments
We arrange the policy with the insurer Yes This gives a disdiosure of the type of
on your behalf. You do not pay us a fee remuneration the intermediary received.
for doing this. We receive commission It also explains the source of the
from the insurer which is a percentage of remuneration.
the total annual premium.

MNo This does not state that the source of
We receive commission from the the commission is that it is included
insurer for selling this policy. wvithin the premium.
When you take out a policy with Yes This provides the amount of the fee
us we charge you a fee of £50. payable by the customer, and also
In addition, the insurer pays us a gives an explanation of the other
percentage of the annual premium remuneration.
14 days after the policy starts.
Insurers pay us commission to sell No This does not state that the source of
policies on their behalf. They also the commission is that it is included
provide us with pericdic incentives within the premium.
{such as bonus payments) if we meet
certain sales targets.
When we sell you a policy the insurer | Yes This gives an explanation of both types
pays us a percentage commission of remuneration the firm receives {or
from the total premium. If the type may recemweal.
of policy we sell reaches specific
profit targets the insurer also pays us
an additional bonus.
The insurer pays us a flat fee per Yes This gives 2n explanation of the type
policy to deal with claims on their of remuneration and who pays it.
behalf. However, it would be insufficient if the

firm received more remuneration than
just the flat fee.

The insurer pays us a flat fee per Yes This gives an explanation of both types
policy to deal with claims on their of remuneration the firm receives {or
behalf. Every month the insurer may recemne).

calculates the profit made on policies
we administer. If this is above a
certain amount they also pay us a
share of this_

5.26 e have considered other possible approaches. These include:

3. Advised and
non-advised sales

You must identify demands and nee
ensure what is proposed is consi
demands and needs (incl non-

In a clear and unambiguo
Retail and commerci
Advised and no
New busine



D&N

1. Firms must take an active role in identifyin
customer’s demands and needs and th
then have to be specified, so, firms
do:-

I. Identify the D&N and match the
products

Il. State the D&N and provi
explanation as to wh

For non-advis
investigati
should sti

D&N - options

1. Personal recommendation on the basi
fair and personal analysis

2. Contractual obligation with on
insurers and then name the |

3. Not under a contractu

or more insurers/d
recommendatio
personal an




Fair analysis?

« If advice is given on the basis of a fair
analysis...a sufficiently large numb
contracts of insurance available
market to enable it to make
recommendation and

A personal recomm

made on such a

Table 2: lllustrative examples concermning insurance demands and needs?®

Scenarlo

Likely
compliant?

Comments

The customer is concerned about theair
cat falling Hl. The firm offers onfy those
pet insurance products which cover all
wiet's bills.

Yes

This is likely to be compliant as the firm
has ientified the customer’s demands and
needs, and offered onfy products which
meet them.

Tha customer & concernad 3bout their
cat falfing ill. The firm offers all their pet
insurance products, including acoident
only COWer.

This is unfikely to be compliant as the firm
has proposad contracts which are not
consistent with the customser’s basic need.

The customer is concerned about their
car not starting on a cold morping. The
firm offers onky breakdown insurance
which offers cover at the home address.

This is likely 1o be compliant as the firm
has identified the customer’s demands and
needs, and offered only products which
meet them.

The customer is concerned about their
car not starting ona cold morning. The
firm offers afl its breakdown policies.
indiuding those whidh only cover >
mile from home.

No

This is unfikely to be compfiant as the firm
has proposed contracts which are not
wonsistent with the customer’s basic need.

Thea firm offers the customer all their
available products, and provides a
generic statement with each produect
about the type of needs the produsct will
meset.

This is unfikely to be compliant. Praviding a
generic statement may be sufficient to state
the customer’s demands a2nd needs, but

the firm has tsken no steps to identify the
needs of the spedfic customer or ensure the
products are consistent with those demands
and needs.

Offering the customer only motor
poficies which meet their demands

and needs, but then of fering add-ons
to all customers regardless of whether
these add-ons are consistent with those
demands ard needs_

This is likely to be compliant for the motor
policy but not for the add-ons. This is
because the firm has taken no steps to
identify the needs of the customer or ensura
the add-on products are consistent with
those demands and needs.




4. Reminder - renewals

» Applies to consumer contracts only (not
commercial or group)

* Renewals 1 to 3 years:-

— State current renewal premium

— State last year's premium

e. Ancillary
Insurance
Intermediaries




Definition

e Takes up insurance distribution activi
remuneration on an ancillary basi

— Principal professional activity i
distribution;

— Insurance products

New categories

1. In scope Alls — within the UK regul
perimeter and within IDD scope

2. Connected travel insuran
— different regulatory r




Minimum requirement for all

most requirements apply

» For out of scope:-

— Identity and address of insur
complaints process

— Appropriate and pro

For all Alls requiring regulation under |

Table 3: Summary of our proposals for Alls

the IDD Requirement

In-Scope
Alls

CcTi
Providers

Out-of-
Scope
Alls3®

SYSC — Professional, Organisational and Pll Requirements (Chapter 3)

Must employee staff with appropriate knowledge and
competence

N

\

Minimum 15 hours CPD for employees involved in insurance
distribution

Minimum Pll requirements

Restriction on the use of intermediaries

X|X| K| X

DISP — Complaints and OQut-of-Court Redress (Chapter 4)

Complaints arrangements

Out of court redress

B RY RYRSRN

as

408

Adhere to appropriate ADR scheme where providing
insurance distribution services to customers in another EEA
country

v

SERNENERYENRN

ICOBS 2 — Overarching Conduct of Business Requirements (Chapter 5)

General Principles

v’

\

ICOBS 4 — Pre-Contract Information Disclosure Requirements (Chapter 5)

General Pre-Contract Disclosure
® |dentity and address

* Complaints procedures

= Status disclosure

v’

General Pre-Contract Disclosure
= Providing advice or information?
= Acting for customer or insurer?

P

Conflicts of Interest and Transparency Disclosure
= Shareholding links with insurer
* Personal recommendation based on fair analysis of the

market or place business with a limited panel of insurers —
to be named




Out-of-
In-5cope cTl Scope

the IDD Requirement Alls | Providers | Alls®
Conflicts of Interest and Transparency Disclosure

* Nature and basis of remuneration v Ve X
* Fee disclosure

Means of providing information v v v

ICOBS 5 - Standards for Advised and Non-Advised Sales (Chapter 5)

|dentification of demands and needs, and proposing only / / J/
contracts consistent with these

Personal recommendation explaining why product best mests / ¥ ¥
demands and needs

ICOBS 6 - Product Information (Chapter 5)

Cross-selling v v vV

1. In scope Alls

» Professional, organisational and P
as insurance intermediaries

» Complaints — same
e Conduct of business —




2. Connected Travel Alls

* CTI came under scope with les
requirements on disclosure

» For professional, organi
requirements FCA
minimum CPD r

2. Connected Travel Alls

* Complaints — same

e COBs

— still a need to identi
to ensure contr




3. Out of scope Alls

» Authorised firms that use out of sc
will be responsible for their acti
should monitor activities

e |COBS - customers to
information on identi
complaints pro

3. Out of scope Alls

« All firms to have sufficient oversi
distribution chains to ensur
are distributed appropria
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Insurance Distribution Directive
implementation — Feedback to CP17/23
and near-final rules

Policy Statement
PS17/27

December 2017

1. Good repute

1. Firms must ensure_that relevant staff are of good rep

2. This includes management directly involved in In
Distribution or supervising staff who are

3. The criteria for meeting “good repute” to
a “minimum?” requirement

— (1) has not been convicted of any serious
crimes against property or other crime
(other than spent convictions); and

— (2) has not been adjudged ban
discharged);

— Give particular conside
crime or other offen
financial service




SMCR Fit and Proper

* Firms to assess whether SMs, NEDs a
certified individuals are fit and pro

» Don't forget firms still have to e
staff are of “good repute ”

* At least an annual asse

« SMs and NEDs sho
check undertak
needed/umbr

2. Amendments to CASS

 IDD requirements relating to clien

— the minimum intermediary fin




3. Product Information

 New document for Gl contracts — |

Product Information Document
* You need to offer the cust
having the TOBA, SD
documentation on

3. IPID

* Insurance Product Information Docum
(IPID) — a 2 page (max 3) objective
relevant short summary

* Must be provided to consu
business and renewal st

» Consider a summa
incls all the IPID i




Cont...

» Personalised - “Cover lasts for one
in order to refer to actual policy s
exact dates, sums insured, et

» Jargon free
* Name the (lead) man
» Avoid duplication i

 Where a for
used now

Article 20 (8)

(a) information about the type of insurance;

(b) a summary of the insurance cover, including the main ri
insured sum and, where applicable, the geographical
summary of the excluded risks;

(c) the means of payment of premiums and th

(d) main exclusions where claims canno

(e) obligations at the start of the ¢

() obligations during the ter

(g) obligations in the

(h) the term of



Motor Insurance B

Insurance Product Information Document AWIVA

Company: Aviva Insurance Limited Product: Private Car Insurance

Registered n Scotland No. 2116, Registered office: Pitheawlis, Perth PHZ ONH. Authorised by the Prudential Regulation
Authority and regulated by the Financial Conduct Authority and the Prudential Regulation Authority. Firm Reference
Mumber 202153

This is 2 summary of cur imsurance pobicy. You will find all the terms and conditions (along with other important information)
policy documents.

What is this type of insurance?

Private Car insurance provides the compulsory cover vou need to drive a wehicle on a publs
benafits {as s=t out below) depending on the cover you choose.

highway. It also offers addisonal

Third party, fire and thefr Replacemant locks — we'll pay for the repiacsmeant:
" Damage tosther peopie’s property, =
el o i imebi L e S -
WA m feaiike
Ao freir (E doir e o0 Ve con Bl Bl
allowing firs or o

h‘élucielecwvel‘!‘ el rec wurczrimd L5
take you and your passensers to whers you
need to be =
Repair guarantee — well guarantsa the quality Bt sssistance
of repairs made by cur approved repairers for mwcﬂ'dudeﬁmdﬁiﬂ
et L e I)p!-nmlcmrlﬂlﬂ party, fire and theft)
L e e Prosected no claim discount (NCD) — you won't

NA AT sl = yous NCD after making & claim when youo're
skt {uniess you make more than two claims

wWhatis sured? what s imsured? Continued...

made against yo

e :
Up o 14 days while your car is being repaired b e o
Comprehensive e bt i it
: : e T e
AL ot the above. bl L e e e

{prowided by the RACH

-  Enhanced courtesy car— wea'll give wou s
replacement cas i yours is cut of acthon as the
result of a claim

-

well replace it with a new car of the same make,

ol -  Protected no claim discount — you won't lose
o et e e e i e st FOUF MCD after making 3 Claim when you're ot
it Cir Pt S yAs ek Bt Ky ey faurt (uniess you maks morne than two claims n
uninsured drives and it wasn't your fault, yoo T )
won't fase your no cla s descoumt 2 nd we il
Fefund your excess - _
»  Driving other cars — if you're aged 25 or overat What is not insured?
ln“_c-pnonc-rrsne—-“:gwe;‘u::erwwum i Bindon s tan s iy et
other cars not o arhi wou : : =
»  Loancd vehicle cower — wal nsure a wehicle A nccdent ey loss e sianase s 2o ce

Es being used for purposes not describad on your

e e e S e e certificate of motor insurance, orwhile being
service or an MOT

"  Personal belongings — well cover you for =p 1o £150
far any personal belongings that are lost, damaged
or stolen == & result of an accident, fire or

" Child seat cower — we'll replace all child saats

:jlm.lr:ganaa:.mt re or theft - even if there's e e a

FINANCIAL
CONDUCT
AUTHORITY

Insurance Distribution Directive implementation
— Feedback and near-final rules for CP17/23,
CP17/32, CP17/33, CP17/39 and near-final rules for

CP17/07

Policy Statement
PS18/1

January 2018




1. Conflicts

1. Manage conflicts properly rather than
disclosure to avoid managing them

2. Do your client files evidence w
the client’s best interests?

3. Do have a documented
interest (and G&E)

4. Do remuneratio
firm influenc

2. Product oversight and
governance

» Product governance relates to the s
controls firms must have in plac
approval, marketing and ongoi
products throughout their li

» Could you be consid
product?

» Do you influe




If so...

* have in place a written agreement which set:
respective responsibilities?

» do you maintain, operate and review
approval process for new and existi

e communicate it to all relevant
 specify a target market fo

» ensure all relevant ri
assessed?

develop a distri

regularly review products, at least to ensure th
product remains consistent with the needs
target market and the distribution strate
appropriate, and

make available all appropriate in
products and the product app
distributors

Firms that distribute p
manufacture are r
arrangements t




* New Product Intervention and Pr
Governance sourcebook (PR

» Provisions will apply to in
intermediaries where
distribute insuranc

3. Others

* Perimeter Guidance
— Introducing (under 33B RAQO) dro

* Regulatory Processes
— Registration/Ars — furthe

» Passporting




Conclusion?

13 weeks to go — you sho
now on making the ch

Today’s learning outcomes

. By the end of this event yo
gained an insight into ¢




Thank you for your attentio




