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Format

1. GDPR (the important bits!)

2. ICOBS (and thus IDD) as part of an 
overall Conduct Risk Agenda

• By the end of this event you will have 
gained an insight into changes required 
under:-

I. IDD

II. GDPR

Today’s learning outcomes



What makes for a great event?

• Participation
• Share experiences
• Ask questions
• Do debate
• Don’t feel awkward
• Swap business cards
• Connect with me on 



Brainstorm?

1. What’s giving you a regulatory 
headache at the moment and why?

2. Reflecting on any recent complaints –
what have they complained about and 
what have you done about it?

3. What progress have you made on 
GDPR, IDD and SMCR?

1. GDPR/DP



Would it 
matter?



Dixons Carphone has 
admitted a huge data 
breach involving 5.9 
million payment cards and 
1.2 million personal data 
records





What data?

• GDPR applies to ‘personal data’ meaning any 
information relating to an identifiable person

• Name, photo, email address, identification no, 
bank details, posts on social networking sites, 
medical information, location data, cookies, etc

• Electronic and manually stored data

• WILL incl john.smith@anycompany.co.uk





ICO – numbers 2016/17

• 498,108 data controllers registered

• 204,281 overall concerns reported

• 17,300 cases concluded (16 fines)

• Fines totalled £3.5m

• Fee income £19.7m

• Expenditure £25m

• 537 staff now with 102 dedicated to 
complaints and reviews

ICO – work with firms

• 35 audits providing advice and 
recommendations

• 22 information risk reviews

• 23 follow-up audits

• 58 advisory visits to SMEs



Which sectors 
generate the most 
issues?

And why?



2,565 self reported incidents

Where are you?



FREE 
healthcheck!



Right to be informed 



Legal Basis



Our legitimate interests – to refine and 
enhance the products and pricing 
which we can offer

Statistical analysis

Our Legal and Regulatory obligationsTo meet general legal or regulatory obligations

Our Legal and Regulatory obligationsTo prevent and detect fraud, money laundering 
and other financial crimes

Our Legal and Regulatory obligationsTo notify you of changes in our service

Our legitimate interests or your 
explicit consent

Provision of information on products and 
services (Marketing)

Necessary for the performance of a 
consumer credit contract

Arranging Premium Finance/Consumer Credit

Necessary for the performance of an 
insurance contract

Providing quotations; arranging and 
administering insurance policies

Lawful BasisPurpose of processing



You may not know that you are currently opted 
out of Nectar marketing communications. To 
choose, and change how you'd like us to 
contact you, just log into nectar.com, click 
'Manage Account' and then 'Contact 
Preferences'. Here you can opt into receiving 
emails with our latest offers and select if you'd 
like us to keep you up to date with what's 
happening with Nectar.



“Insurance 
Processing ”

And for insurance?

• The DP Act provides an overarching
substantial public interest (the legal basis) to 
process Special Category Personal Data and 
criminal conviction data without consent

• Where necessary for an “insurance 
purpose ” – advising, arranging, underwriting, 
administering, administering a claim, 
exercising a right or complying with an 
obligation under, an insurance contract



Marketing

Direct marketing?

• Communication (by whatever means) of any 
advertising or marketing material which is 
directed to particular individuals

• Prospects?  Will differ as to whether to an 
individual or a business

• Third party mailing lists – are you named as a  
third party receiving the information?

• Plenty of time before 25th May?





Legitimate InterestsYIndividual has not objected to calls and is not registered with the 
Telephone Preference Service (www.tpsonline.org.uk)

NIndividual has explicitly opted out

ConsentYIndividual has explicitly opted inTelephone

Legitimate InterestsYBusiness prospects who do not object to emails/texts (once sent)
and it is their business insurances you seek (not personal)

Legitimate InterestsYIndividual has not explicitly opted in but qualifies as a “soft opt-in” *

NIndividual has explicitly opted out

ConsentYIndividual has explicitly opted inEmail/Text
(includes Social Media)

Legitimate InterestsYIndividual has not objected to post and has not registered with the 
Mail Preference Service (www.mpsonline.org.uk) and name/address 
were obtained fairly

NIndividual has explicitly opted out

ConsentYIndividual has explicitly opted inPost

Lawful BasisAllowed 
Y/N

CircumstancesMethod of 
Communication

Breaches



Are you secure?

• Compulsory notification to ICO within 72 
hours where breach is likely to result in a 
risk to the rights and freedoms of 
individuals (discrimination, damage to 
reputation, financial loss or other significant 
economic or social disadvantage)

• Notification to individual where high risk to 
their rights and freedoms

• Maximum fine - up to €20m or 4% of your 
global group turnover (less for minor issues)

Data Breaches



What then?

• How long will it take you to discover a data 
breach?

• What will you then do?
• Publicity?
• Are you (and your clients) insured?
• How/what went wrong?
• How much will it cost?
• Fines?



2. IDD



What’s the focus?

I. All insurance distribution activity
II. Staff knowledge, ability and repute
III. Conduct of Business
IV. Conflicts of interest

i. As part of 
Conduct Risk?



Have we had failure 
in the GI broking 

sector?







Are we failing 
our clients?







Your job is 
HUGE!



Some firms’ cultures, 
processes and products have 
been designed to enable them 
to profit from consumer errors 

and to exploit their superior 
access to, or understanding of, 

information on financial 
products and services 



What shapes Conduct Risk?

1. Corporate strategy and culture
2. Customer needs, sales strategy, product 

design and governance
3. Financial promotions
4. Sales and advice process
5. After sales information
6. Claims and complaints handling
7. MI and lessons learnt

ii. IDD



Brainstorm?

1. What is IDD all about?
2. What changes do you think you will 

have to make?
3. Have you made much progress?

Overview

• IMD came into force 14 Jan 2005
• IMD2 sought to “improve regulation in retail 

insurance market in an efficient manner – aim 
to ensure a level playing field between all 
participants involved in the selling of insurance 
products and strengthening policyholder 
protection”

• Will happen despite and post Brexit and is 
much wider than IMD and has new 
requirements



Intended improvements?

• Expand scope to all distribution channels;
• Identify, manage and mitigate conflicts of 

interest;
• Ensure sanctions are more harmonised;
• Enhance suitability and objectiveness of 

advice; and,
• Ensure sellers’ professional qualifications 

match the complexity of products sold



a. Application



Application

• All persons who conduct insurance 
distribution (as defined) to customers

• New category of ancillary insurance 
intermediary (AII) – where insurance is 
ancillary to the main product/service

• FCA will re-label insurance mediation 
activities to “insurance distribution activities”

Application

• ICOBS excludes reinsurance and large risks
• FCA will maintain (prescriptive) information 

disclosure requirements exemption for 
commercial large risks

• Certain requirements will apply to all 
intermediaries in the distribution chain – not 
just to those that interact with the customer



Large risks?

• contracts of insurance covering risks within the 
following categories, in accordance with article 13(27) 
of the Solvency II Directive:

• (a) railway rolling stock, aircraft, ships (sea, lake, river and 
canal vessels), goods in transit, aircraft liability and liability of 
ships (sea, lake, river and canal vessels);

• (b) credit and suretyship, where the policyholder is engaged 
professionally in an industrial or commercial activity or in one of 
the liberal professions, and the risks relate to such activity;

• (c) land vehicles (other than railway rolling stock), fire and 
natural forces, other damage to property, motor vehicle liability, 
general liability, and miscellaneous financial loss, in so far as 
the policyholder exceeds the limits of at least two of the 
following three criteria:

– (i) balance sheet total: €6.2 million; 
– (ii) net turnover: €12.8 million;
– (iii) average number of employees during the financial year: 250.

Customer Classification

• IDD applies to both retail (consumers) and 
commercial customers

• Definitions under ICOBS remain the same



Client Definitions
• Consumer

Any natural person who 
is acting for purposes 
which are outside trade 
or profession

• Commercial
A commercial customer is 
a customer who is not a 
consumer.

“Mixed use” treated as commercial.

If unsure whether consumer or commercial then 
you must treat as consumer.

This is to match the DMD, but consumer is the  
same as retail customer

Group

Commercial legal Policyholder – “normally”
“consumer” beneficiaries (e.g. group personal 
accident and PMI) 



Why is this important?

• There are different rules about what you need 
to give a consumer customer

• An ‘assumption’ is made that a commercial
customer is more knowledgeable

• Large commercial customers have fewer 
rights, e.g. do not qualify for assistance from 
FOS and FSCS

b. Professional, 
Organisational 
and Prudential



Professional, organisational 
and prudential

1. Staff knowledge and ability
2. Prudential requirements
3. Restriction on the use of intermediaries

1. Knowledge and ability
• Applies to insurers, insurance and

reinsurance intermediaries
– Product knowledge, applicable law, claims and 

complaints process, insurance market, ethics and 
financial competence

– Under SYSC employers already ensure 
employees have the knowledge, skills and 
expertise necessary

• 15 hours (structured or unstructured) CPD 
minimum (to those involved in insurance 
distribution)

• IDD CPD records to be kept for 3 years



1. Knowledge and ability

• Other than required by TC, no minimum 
qualification is required but firms are 
expected to consider employees’ compliance 
with IDD training and development when 
assessing their competence, and when 
certifying employees under proposed SMCR

2. Prudential

• FCA propose to maintain already existing 
requirements for PII - €1,25m per claim per 
year and €1,850m in the aggregate or 10% of 
annual income up to £30m

• Rules exist re excess levels and min spec for 
cover – legal defence and FOS



3. Restriction on the use of 
intermediaries

• All firms must only use authorised (or exempt) 
insurance intermediaries for insurance 
distribution services for the whole chain

• This goes beyond current rules that only 
apply to insurers

• New rules sit in MIPRU

c. Complaints 
Handling



Complaints

• IDD requires process in place for customers and 
other eligible parties to register complaints and 
receive replies. This requirement applies to all
types of insurance transaction, whether it 
involves a retail customer or a commercial 
customer, including reinsurance transactions.

• IDD requires “adequate and effective, impartial 
and independent out-of-court complaint and 
redress procedures” relating to customer 
complaints about insurance distribution activities 
which come within the scope of the IDD. 

• Current DISP rules contain the following 
requirements:

• complaints from eligible complainants be 
handled in accordance with the complaints 
handling rules in DISP 1

• an appropriate and effective processes for 
dealing with complaints from parties who are 
not eligible complainants

• that complaints from eligible complainants
can be referred to FOS

• These existing rules apply to business carried 
on from establishments in the UK.



• Now will include complaints about business 
carried on by UK firms from a branch in 
another EEA state

• FOS to apply to firms with establishments in 
the UK that eligible complainants are able to 
refer complaints from an establishment in the 
UK to the FOS including where this is done 
by incoming EEA firms

• FCA to consult on whether to widen scope to 
incl SME commercial customers

d. Conduct of 
Business



1. Overarching requirements

1. Act honestly, fairly and professionally in 
the best interests of the customer

2. Communicate in a way which is clear, fair and 
not misleading

3. Label marketing materials as promotional 
rather than contractual?

4. All customers and all parts of the chain are 
subject to conduct of business general 
principles

5. New requirements will apply to authorised 
firms who distribute policies through exempt 
ancillary insurance intermediaries (you are 
responsible!)



2. Pre-contract disclosures

1. What type of firm are you (insurer, 
intermediary)?

2. Are you acting on behalf of the insurer or the 
customer?  Does this change at any time?

3. Do you own 10% or more of an insurer or vice 
versa?

4. Intermediaries to disclose “nature and basis 
of the remuneration they receive”

• Nature – type (commission, bonus, profit share, 
other financial incentive)

• Basis – source (who from)
• Remuneration incl non-monetary benefits

5. Firms need to present this information in a 
useful way highlighting potential conflicts of 
interest (only for themselves)

6. Actual amount disclosed only on request
7. Fees up front incl those that may be 

charged



3. Advised and
non-advised sales

• You must identify demands and needs and 
ensure what is proposed is consistent with those 
demands and needs (incl non-advised)

• In a clear and unambiguous format
• Retail and commercial
• Advised and non-advised
• New business and renewal



D&N
1. Firms must take an active role in identifying 

customer’s demands and needs and these 
then have to be specified, so, firms need to 
do:-

I. Identify the D&N and match them to available 
products

II. State the D&N and provide a personalised 
explanation as to why a particular contract would 
best meet their D&N 

2. For non-advised FCA do not expect a detailed 
investigation into customer’s circumstances but 
should still identify D&N and provide cover that 
meets those D&N and then provide a generic 
statement

D&N - options

1. Personal recommendation on the basis of a 
fair and personal analysis

2. Contractual obligation with one or more 
insurers and then name the insurer(s)

3. Not under a contractual obligation with one 
or more insurers/do not give a personal 
recommendation on the basis of a fair and 
personal analysis THEN

4. Names of insurers with which you may and 
do conduct business with



Fair analysis?

• If advice is given on the basis of a fair 
analysis…a sufficiently large number of 
contracts of insurance available on the 
market to enable it to make a 
recommendation and

• A personal recommendation can only be 
made on such a basis

• In each case it must be in accordance with 
professional criteria re a contract adequate to 
meet the customer’s needs



4. Reminder - renewals
• Applies to consumer contracts only (not 

commercial or group)
• Renewals 1 to 3 years:-

– State current renewal premium
– State last year’s premium
– Customer should check level of cover is 

appropriate and they can shop around

• Renewal 4+ years:-
– “You have been with us for a number of years.  

You may be able to get the insurance cover you 
want at a better price if you shop around.”

e. Ancillary 
insurance 

intermediaries



Definition

• Takes up insurance distribution activity for 
remuneration on an ancillary basis

– Principal professional activity is not insurance 
distribution;

– Insurance products are complementary to the 
goods or service;

– Do not cover life or liability risks unless that cover 
complements the goods or service as its principal 
activity

New categories

1. In scope AIIs – within the UK regulatory 
perimeter and within IDD scope

2. Connected travel insurance (CTI) providers 
– different regulatory regime

3. Out of scope AIIs – firms outside of scope –
electronic goods and furniture retailers –
remain exempt but IDD minimum 
requirements apply



Minimum requirement for all

• For all AIIs requiring regulation under IDD 
most requirements apply

• For out of scope:-
– Identity and address of insurer/intermediary and 

complaints process
– Appropriate and proportionate measures to:-

• Act honestly, fairly and professionally, communications 
and restriction on remuneration

• Consider customer’s D&N and ensure contracts meet 
these



1. In scope AIIs

• Professional, organisational and PII – same 
as insurance intermediaries

• Complaints – same
• Conduct of business – same



2. Connected Travel AIIs

• CTI came under scope with lesser ICOBS 
requirements on disclosure

• For professional, organisational and PII 
requirements FCA to extend the 15 hour 
minimum CPD requirement

2. Connected Travel AIIs

• Complaints – same
• COBs

– still a need to identify and specify D&N and 
to ensure contracts proposed are in line

– no need for a personal recommendation



3. Out of scope AIIs

• Authorised firms that use out of scope AIIs 
will be responsible for their actions and 
should monitor activities

• ICOBS – customers to be provided with 
information on identity, address and 
complaints process

• General principles and advised/non-advised 
sales – same standards as insurance 
intermediaries

3. Out of scope AIIs

• All firms to have sufficient oversight of their 
distribution chains to ensure their products 
are distributed appropriately



1. Good repute
1. Firms must ensure that relevant staff are of good repute
2. This includes management directly involved in Insurance 

Distribution or supervising staff who are
3. The criteria for meeting “good repute” to be regarded as 

a “minimum” requirement
– (1) has not been convicted of any serious criminal offences linked to 

crimes against property or other crimes related to financial activities 
(other than spent convictions); and

– (2) has not been adjudged bankrupt (unless the bankruptcy has been 
discharged);

– Give particular consideration to offences of dishonesty, fraud, financial 
crime or other offences under legislation relating to banking and 
financial services, companies, insurance and consumer protection. 

4. Appropriate records to be kept + name of person



SMCR Fit and Proper

• Firms to assess whether SMs, NEDs and 
certified individuals are fit and proper

• Don’t forget firms still have to ensure that all 
staff are of “good repute ”

• At least an annual assessment
• SMs and NEDs should have a criminal records 

check undertaken and DBS registration may be 
needed/umbrella body

• References will also be needed for SMs, NEDs 
and certified individuals

2. Amendments to CASS

• IDD requirements relating to client assets:

– the minimum intermediary financial solvency is 5%
– CASS 5 will apply to reinsurance intermediaries.



3. Product Information

• New document for GI contracts – Insurance 
Product Information Document (IPID)

• You need to offer the customer the option of 
having the TOBA, SD&N, IPID and policy 
documentation on paper by post at no charge

3. IPID
• Insurance Product Information Document 

(IPID) – a 2 page (max 3) objective and 
relevant short summary

• Must be provided to consumers (at new 
business and renewal stage)

• Consider a summary type document (that 
incls all the IPID information) for commercial 
customers if considered to be a 
comprehensible form in which to provide

• For phone sales no need to list it all as DMD 
requirements still apply



Cont…

• Personalised - “Cover lasts for one year” and 
in order to refer to actual policy schedule for 
exact dates, sums insured, etc

• Jargon free
• Name the (lead) manufacturer
• Avoid duplication in another similar document
• Where a formal ICOBS summary has been 

used now no need and also Key Facts logo is 
dropped

Article 20 (8)
(a) information about the type of insurance;

(b) a summary of the insurance cover, including the main risks insured, the 
insured sum and, where applicable, the geographical scope and a 
summary of the excluded risks;

(c) the means of payment of premiums and the duration of payments;

(d) main exclusions where claims cannot be made;

(e) obligations at the start of the contract;

(f) obligations during the term of the contract;

(g) obligations in the event that a claim is made;

(h) the term of the contract including the start and end dates of the 
contract;

(i) the means of terminating the contract.





1. Conflicts

1. Manage conflicts properly rather than use 
disclosure to avoid managing them

2. Do your client files evidence why the product is in 
the client’s best interests?

3. Do have a documented and up to date conflicts of 
interest (and G&E) policy?

4. Do remuneration arrangements for staff or for the 
firm influence placement?

5. Formal reporting to the management board and 
regular reviews are now needed

2. Product oversight and 
governance

• Product governance relates to the systems and 
controls firms must have in place for the design, 
approval, marketing and ongoing management of 
products throughout their lifecycle

• Could you be considered as the manufacturer of a 
product?

• Do you influence cover/limits/pricing?



If so…
• have in place a written agreement which sets out 

respective responsibilities?
• do you maintain, operate and review a product 

approval process for new and existing products?
• communicate it to all relevant parties?
• specify a target market for each product?
• ensure all relevant risks to the target market are 

assessed?
• develop a distribution strategy consistent with the 

target market?
• take reasonable steps to ensure the product is 

distributed to the target market,

• regularly review products, at least to ensure the 
product remains consistent with the needs of the 
target market and the distribution strategy remains 
appropriate, and 

• make available all appropriate information on 
products and the product approval process to 
distributors

• Firms that distribute products which they do not 
manufacture are required to have in place adequate 
arrangements to obtain information about the product 
and the product approval process, and to understand 
the identified target market.



• New Product Intervention and Product 
Governance sourcebook (PROD)

• Provisions will apply to insurers and 
intermediaries where they manufacture or 
distribute insurance products. These will 
apply to all insurers, whether they distribute 
products directly or via intermediaries.

3. Others

• Perimeter Guidance
– Introducing (under 33B RAO) drops out

• Regulatory Processes
– Registration/Ars – further consultation

• Passporting
– Query after 31 March 2019 as no single market 

once we leave so options to be discussed and 
agreed



Conclusion?

• 13 weeks to go – you should be working 
now on making the changes

• Do you know what changes need to be 
made?

• What about systems/software houses?
• Quite a bit of work for some!

• By the end of this event you will have 
gained an insight into changes required 
under:-

I. IDD

II. GDPR

Today’s learning outcomes



Thank you for your attention

0800 619 6619

www.branko.org.uk

Next events:

16 July GDPR and IDD


