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Today/Learning outcomes.

By the end of this briefing you will ha
an insight into:-

1. What the ICO does;
2. Anoverview of th
What change

Will it be a bind?

* |t benefits us all, because we all ow
personal data. This means you
responsibility and opportuni
customers that you treat
the utmost care.

The GDPR will f
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TalkTalk gets record £400,000 fine for
failing to prevent October 2015 attack s )

Date 05 October 2016

Type News

Telecoms company TalkTalk has been [ssued with a record £400,000 fine by the
1CO for security failings that allowed a cyber attacker to access customer data "with
ease”,

The ICO's in-depth investigation found that an attack on the company last October
could have been prevented If TalkTalk had taken basic steps to protect customers’
information.
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FSA fines Zurich Insurance £2,275,000 following the

loss of 46,000 policy holders' personal details ,
& inv

Press Releases | Published: 24/08/2010 | Last updated: 28/11/2016 Print page Share page

The Financlal Services Authority (FSA) has fined the UK branch of Zurich Insurance Plc (Zurich UK) £2,275,000 for falling to
have adequate systems and controls in place to prevent the loss of customers' confidentizl information. The fine Is the highest
levied to date on a single firm for data security failings,

The failings cama to light fallowing the loss of 46,000 customers' parsonal details, including identity details, and in some cases hank account and credit card
information, details about insured assets and security arrangements. The loss could have led to serious financial detriment for customers and even exposed

| them to the risk of huralary
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HSBC fined for personal data loss

Three HSBC firms have been
fined more than £3m for failing
to adequately protect
customers' confidential details
from being lost or stolen.

SEE ALSO

+ Personal data exposed on website
19 Jun 09 | Business

+ Pension details of 109,000 stolen
28 May 09 | Business

+ When financial data goes missing
26 Aug 08 | Business

+ HSBC loses customers' data disc
07 Apr 08 | Business

The Financial Services Authority
(FSA) said customer data had
been lost in the post on two
occasions.

The FSA said HSBC Life had lost a CD
containing 180,000 customers' details RELATED INTERNET LINKS
» HSBC

+ FSA

The firms concerned are HSBC Life
UK, HSBC Actuaries and
Consultants, and HSBC Insurance Brokers.

HSBC said it regretted the brethes, adding that no customer had T —
reported any loss from these failures. intemet sites

Lack of training
TOP BUSINESS STORIES

The FSA said that all three firms had taken action to address the + Unemployment dips to 2.47 million

concerns raised. v Credit Suisse offices are raided

* FSA/FCA - £7.8m
+ ICO £5.5m (max £500,000)

Fines — our sector




The UK's independent authority set up to uphold information
rights in the public interest, ing openness by public
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Nuisance calls and messages

Four nuisance marketing
companies fined by the
1C0

Read about nuisance marketing trends and action we took In SRR

December, Mare riews and blogs =p

|
O For the public For organisations

s
lCOO Data Protection Register - Entry Details

Infoemmation Commissioner's Offie

Registration Number: 25480933

Date Registered: 18 July 2001 Registration Expires: 17 July 2018
Data Controller: THE CHARTERED INSURANCE INSTITUTE
Address:

20 ALDERMANBURY
LONDON
EC2VTHY

This register entry describes, in very general terms, the personal data being processed by:
THE CHARTERED INSURANCE INSTITUTE

Nature of work - General business

Description of processing

The following is a broad description of the way this organisation/data controller processes persanal informatian. To understand how your own persanal information is processed you may
need to refer to any persanal communications you have racelved, check any privacy notices the organisation has provided er contact the erganisation to ask abaut your persanal
circumstances.
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ICO - Goals

1. All organisations which collect and use per:
information do so responsibly, securel
2. All public authorities are open and
providing people with access to
as a matter of course.

3. People are aware of
are confident in usin

ICO — numbers 2015/16

* 400,000 data controllers registere
* 161,190 concerns reported
+ 17,300 cases investigated
+ 16 fines totalling £2m
« 204,700 calls to he

* Annual fee £3
from 1 April




ICO - work with firms

35 audits providing advice and
recommendations

17 information risk reviews

36 follow-up audits
77 advisory visits to

March 23, 2017

ICO to take on 200 staff as it help UK businesses to GDPR
compliance

0000000

The CO s et togrow by 40 percent over the next two years to help with the mammoth task of making 1., ying techmologstsquickly

UK businesses compliant with GDPR befare its comes into effect next year. leadership positions says ex GCH

The Information Commissioner's Office (ICO) is expected to grow its staff by e

40 percent in the next few years to bear the weight of incoming European 2. Buginantf malware defenses

regulation. mistakenly blocks users' Google

’ iy g ’ Docs files

The CO, which governs data pratection in the UK, will add 200 people toits

staff of 500 who are already said to be buckling under the pressure. The 3‘ £214 million In Ethereum

Dfﬁcke may battle with ?kl“ shf)rtages foras [@s as tlwo ye?rs as ft attempts G L s ay rency virtuall sone atq

to hire:all the lawyers, investigatars and specialists it requires, neets b e 200 more sl o et

Elizabeth Denham, the information commissioner, appeared before the House of Lords on 8 March to discuss the 4 Piratesof the Caribbean: 66
L] 3

implication of the EU's General Data Protection Regulation (GDPR) and the added resources her office would require.

years of secrets dugup In Paradis1
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ICO - by sector

* 46% Local Government
* 18% Central Governm
* 11% Police & Crimi
* 9% Health

7% Educati

ICO — reason to complai

* 18% - loss/theft of paperwo
* 17% - posted to wron
* 12% - emailed to
* 8% - insecure
6% - othe




Overview

* GDPR will apply in UK from 25
* Replaces DPA 1998 (new
» Brexit will have no affe
Will ensure internati
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For arganisations | Resources and support | Datz protection self assessment |

Getting ready for the GDPR

Step 1: Accountability and governance
L1 Awareness

Dacision makers and key people in your business are aware that the law is
changing to the GDPR and appreciate the impact this is likely to have. Your
business has identified areas that could cause compliance problems under the GDPR
and has recorded these on the organisation’s risk register, Your business is raising
awareness, across the organisation of the changes that are coming.

Main areas

1. Data controllers’ and processors’
responsibilities

2. Data protection principles condense
3. New rights of individuals

4. Accountability and governa
requirements

5. Security breach rep
6. Higher fines




What data?

* GDPR applies to ‘personal data’ me
information relating to an identifia

* Incl name, identification nu
online identifier

* GDPR applies to
and to manual fi

Your website

« |If your website collects personal d
an email address, or even a co
you in turn store somewher
(for example, a newslet
you are a Data Cont

* Therefore, the
collect and

built into

scruti




+ Action taken after Take action

sensitive data leak on
Twitter Register or renew

18 January 2018

Companywhichmade 75 Reportaconcen £}
million nuisance calls is
fined
A7 depsary 2018 Search the register
Statement on Just Fat
incident _—
= 2y eel the
rends and action we took in  [IREREICERIE l
More news and blogs =

Commissioner

Information and Settings
About this tool
e For the public For organisations
- -
Principles

1. Processed fairly, lawfully and in a transparent
manner in relation to the data subject.

2. Collected for specified, explicit and legiti
purposes and not further processed
purposes incompatible with thos

3. Adequate, relevant and limit
necessary in relation to t
which data is proces

4. Accurate and, w
date.




Principles

5. Kept in a form that permits identificatio
data subjects for no longer than is
for the purposes for which the p
is processed.

6. Processed in a way tha

security of the perso
protection again
processing a

Lawful processing?

You must identify a lawful basis before you ¢
personal data:-

1. Consent (enables you to cross-s
2. Legitimate interests (renew
3. Necessity for the perfor

4. If the processing is
purpose” — advisin
administering,




Consent

* ‘Consent’ in this context simply refers to the w
which you ask people to hand you their per.
and you tell them what you will do with i

+ The days of pre-filled agreement ch
long gone (are they?), but come
closer scrutiny will be placed
someone’s details.

+ The consent you requ
verifiable and abu

Loy oe Rgistsf

! N\
By o/ @ Q !
Curate  MyClips. Confribute Connect Search e’
o ) Related Articles
GDPR Consent o legitimate interest? Email
marketers need hoth
. GDPR:forget
__ compliance we
want success!

Haw GDPR and PECR (ePrivacy)
wark together in email marketin

By naw most of us havae a plan in
place to eddress GDPR, but what |

The BMA Code

Nop-petsonalised | d : dpe"“”_‘a"“’”‘ wanktachallenge you —
Guldes dyamic emall ) ' raniig enal i .  Coakie Polcy
k " your plan just for compl | C
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Data protection | Privacy and Electronic Communications

Direct marketing checklist

Obtaining consent for marketing

O We use opt-in boxes

O We specify methods of communication (eg by email, text, phone, recorded call,
post)

O We ask for consent to pass details to third parties for marketing and name, or
clearly describe those third parties

O We record when and how we got consent, and exactly what it covers

Data protection | Privacy and Electronic Communications

Marketing by email or text

0O We only text or email with opt-in consent (unless contacting previous customers
St 2ar i SMIlAT prachuts, and sz o%Fered them an apt-out whan they
Jaes their dezmis)

0 % affer i ope-ouz oy reply o ansubsziiog ling
0 e keep 3 list of angare who apts 247

0 e soreen aaainst our apt-out st




Consent

Must be:-

* Specific & Informed
* Clear & plain language

* Documented
* Easily withd

*The individual MUST be able to understan
what personal data of theirs you proce
They need to know why you proces
what your legal basis for doing
legal basis is “legitimate inte
what that “legitimate inter

*This will be contai
(or privacy poli

privacy




Thank you for choosing to register with us. The
Royal Opera House will process your data in

accordance with the Data Protection Act 1998
and, from 18 May 2018, the General Data
Protection Regulation (GDPR). The Ro
House will use your information for
administration, marketing and ¢
purposes, and will not share
details with third parties wi
If you have any comm
regarding the use
the Data Protecti
House, Cov

Can we carry on using existing DPA consents?

You are not required to automatically ‘repaper’ or refresh all existing DPA
consents in preparation for the GDPR. But it's important to check your
processes and records in detail to be sure existing consents meet the
GDPR standard.

Recital 171 of the GDPR makes clear you can continue to rely on any
existing consent that was given in line with the GDPR requirements, and
there's no need to seek fresh consent. However, you will need to be
confident that your consent requests already met the GDPR standard and
that consents are properly documented. You will also need to put in place
compliant mechanisms for individuals to withdraw their consent easily.

On the other hand, if existing DPA consents don’t meet the GDPR's high
standards or are poorly documented, you will need to seek fresh GDPR-
compliant consent, identify a different lawful basis for your processing
(and ensure continued processing is fair), or stop the processing.

Our consent checklist sets out the steps you should take to seek valid
consent under the GDPR. This checklist can also help you review existing
consents and decide whether they meet the GDPR standard, and to seek
fresh consent if necessary.

Key GDPR provisions
See Recital 171 (external link)




Checlklist

O We hawve checked that consent is the most appropriate lawful basis for
processing.

O WwWe hawve made the request for consent prominent and separate from
our termms and conditions.

O wWe ask pecple to positively opt in.

O wWe don't use pre-ticked boxes, or any other type of consent by default.

O wWe use clear, plain language that is easy to understand.

O wWe specify why we want the data and what were going to do with it.

O we give granular options to consent to independent processing
operations.

O wWe hawve named our organisation and any third parties.

O wWe tell individuals they can withdraw their consent.

O wWe ensure that the individual can refuse to consent without detriment.

O wWe don’t make consent a precondition of a service.

O If we offer online services directly to children, we only seek consent if
we hawve age-verification and parental-consent measures in place.

O wWe keep a record of when and how we got consent from the individual.

O wWe keep a record of exactly what they were teld at the time.

O We regularly review consents to check that the relationship, the
processing and the purposes have not changed.

O wWe hawve processes in place to refresh consent at appropriate intervals,
including any parental consents.

f News Analysis Events TopS0 lnnovation People Research Corporatelnsight MGAL7  Latestlobs

Most popular ~ Most commented

Insurance sector must ‘make friands with consent and each other” in the run up to GDPR

-~ Towargate Underwriting
and UK Data Protection Bill changes, says [CO's Emma Bate at the ABI's 2017 Data hires big-hitter to head |
Eurape expansion
Conference e e
The Insurance Industry should not expect speclal treatment when it comes to the implementation of :':l:;‘;s‘:‘ﬁ:“ allo
I:
the EU's General Data Protection Regulation (GDPR) next year, an Information Commissianer's Office Distribution Directive

(ICO) official has warned,

7" Zurich exploring sale of

Speaking at the ABI's 2017 Data Conference last week, ICO general legal counsel Emma Bate, Endslaigh - report
formerly a partner at DAC Beachcroft, also urged the industry to ‘make friends with consent and each m
other”

Marsh targets UK mid
market firms with new
product

The view from the regulator is that "you are not special,’ warned Bate. "We [the industry] have used

and abused consent in this country for some time,” she continued. "Now is the time to press the reset
button”




Data Breaches

» Compulsory notification to ICO within 72
hours where breach is likely to result in
risk to the rights and freedoms of
individuals (discrimination, damage
reputation, financial loss or other si
economic or social disadvanta

* Notification to individual
their rights and freedo

* Maximum fine -
global group

pendent authonty set uf d mformation
sin the public inte otin s hy publie

Indarmation Commissonar’s Offica bodi

Home Forthe publlc  For organisations  Report a concern  Action we've taken  About the ICO

For arganisations |

Report a breach sur ()

Use this page to repart one of the following types of breach to the 1C0: Further reading
+ @ breach of the Data Protection Act (DPA); ™ Dt oot et
v a Privacy and Electronic Communications Regulations (PECR) security breach by eds

a telecoms or Internet service provider; o ACUIGH wa'va bakan

+ the unfawful obtaining of personal data (known as a section 55 DPA breach),

DPA security breach




Association of British Insurers

31 March 2017

ABI response to ICO consultation on GDPR consent guidance

About the ABI:

The Association of British Insurers (ABI) is the leading trade association for insurers and providers of
long-term savings. Our 250 members include most household names and specialist providers who
contribute £12bn in taxes and manage investments of £1.6 trillion.

Response:

We believe that the ICO guidance is helpful and broadly appropriate. However, we are concerned
that there are some insurance products and service offerings that will have no legal basis for
processing special categories of personal data, particularly given the interpretation of consent. This
may potentially leave people without insurance cover. It will also add excessive costs, or
administrative burden, or contribute to an overly long customer journey. This response highlights
our key concerns.

»__Explicit consent/Processing special categories of data

Industry concerns

1. Explicit consent to process special cate
data (racial or ethnic origin, political
religious or philosophical beliefs,
membership, genetic data, bi
data, sex life/orientation a
broad general exempti
(substantial public i
included in the Bi

How can all




Industry concerns

4. Grandfathering of previous cons

5. Direct marketing — what con
it legitimate to undertake
additional/specific co
renewal?

When should
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ICO - 9 steps

1. Awareness

2.  What information do you hold, w
from and with whom do you

3. Review (and amend) yo

4. Check your procedu
individuals rights i

ICO - 9 steps

6. Review how you seek, record and

7. Ensure you have the right pro
report and investigate brea

8. Research DP by desi
assessments and
implement them




Today/Learning outcome

By the end of this briefing you will
an insight into:-

1. What the ICO does;

Thank you for your attenti

0800 619 6619




Data protection

Preparing for the General

Data Protection Regulation

(€10)429] 12 steps to take now

Information Commissioner’s Office



Preparing for the General Data Protection

BN (€D)HN 12 steps to take now

Awareness

You should make sure that decision makers and key
people in your organisation are aware that the law is
changing to the GDPR. They need to appreciate the

impact this is likely to have.

Information you hold

You should document what personal data you hold,
where it came from and who you share it with. You
may need to organise an information audit.

Communicating privacy information

You should review your current privacy notices and
put a plan in place for making any necessary
changes in time for GDPR implementation.

Individuals’ rights

You should check your procedures to ensure they
cover all the rights individuals have, including how
you would delete personal data or provide data
electronically and in a commonly used format.

Subject access requests

You should update your procedures and plan how you
will handle requests within the new timescales and
provide any additional information.

Lawful basis for processing personal data

You should identify the lawful basis for your
processing activity in the GDPR, document it and

ic O update your privacy notice to explain it.
o ico.org.uk

Information Commissioner’s Office

Consent
You should review how you seek, record and manage

consent and whether you need to make any changes.

Refresh existing consents now if they don’t meet the
GDPR standard.

9Children

You should start thinking now about whether you
need to put systems in place to verify individuals’
ages and to obtain parental or guardian consent for
any data processing activity.

Data breaches

You should make sure you have the right procedures
in place to detect, report and investigate a personal
data breach.

Data Protection by Design and Data
Protection Impact Assessments

You should familiarise yourself now with the ICO’s
code of practice on Privacy Impact Assessments as
well as the latest guidance from the Article 29
Working Party, and work out how and when to
implement them in your organisation.

Data Protection Officers

You should designate someone to take responsibility
for data protection compliance and assess where this
role will sit within your organisation’s structure and
governance arrangements. You should consider
whether you are required to formally designate a
Data Protection Officer.

International

If your organisation operates in more than one EU
member state (ie you carry out cross-border
processing), you should determine your lead data
protection supervisory authority. Article 29 Working
Party guidelines will help you do this.

S04T0C 0°CA



Introduction

This checklist highlights 12 steps you can take now to
prepare for the General Data Protection Regulation
(GDPR) which will apply from 25 May 2018.

Many of the GDPR’s main concepts and principles are much the same as
those in the current Data Protection Act (DPA), so if you are complying
properly with the current law then most of your approach to compliance
will remain valid under the GDPR and can be the starting point to build
from. However, there are new elements and significant enhancements, so
you will have to do some things for the first time and some things
differently.

It is important to use this checklist and other Information Commissioner’s
Office (ICO) resources to work out the main differences between the
current law and the GDPR. The ICO is producing new guidance and other
tools to assist you, as well as contributing to guidance that the Article 29
Working Party is producing at the European level. These are all available
via the ICO’s Overview of the General Data Protection Regulation. The
ICO is also working closely with trade associations and bodies
representing the various sectors — you should also work closely with these
bodies to share knowledge about implementation in your sector.

It is essential to plan your approach to GDPR compliance now and to gain
‘buy in’ from key people in your organisation. You may need, for example,
to put new procedures in place to deal with the GDPR’s new transparency
and individuals’ rights provisions. In a large or complex business this
could have significant budgetary, IT, personnel, governance and
communications implications.

The GDPR places greater emphasis on the documentation that data
controllers must keep to demonstrate their accountability. Compliance
with all the areas listed in this document will require organisations to
review their approach to governance and how they manage data
protection as a corporate issue. One aspect of this might be to review the
contracts and other arrangements you have in place when sharing data
with other organisations.

Preparing for the General Data Protection Regulation (GDPR): 12 steps to take now
V2.0 20170525



Some parts of the GDPR will have more of an impact on some
organisations than on others (for example, the provisions relating to
profiling or children’s data), so it would be useful to map out which parts
of the GDPR will have the greatest impact on your business model and
give those areas due prominence in your planning process.

Preparing for the General Data Protection Regulation (GDPR): 12 steps to take now
V2.0 20170525
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\ 1 | Awareness

4
S

You should make sure that decision makers and key people in your
organisation are aware that the law is changing to the GDPR. They need
to appreciate the impact this is likely to have and identify areas that could
cause compliance problems under the GDPR. It would be useful to start
by looking at your organisation’s risk register, if you have one.

Implementing the GDPR could have significant resource implications,
especially for larger and more complex organisations. You may find
compliance difficult if you leave your preparations until the last minute.

4

You should document what personal data you hold, where it came from
and who you share it with. You may need to organise an information audit
across the organisation or within particular business areas.

The GDPR requires you to maintain records of your processing activities.
It updates rights for a networked world. For example, if you have
inaccurate personal data and have shared this with another organisation,
you will have to tell the other organisation about the inaccuracy so it can
correct its own records. You won't be able to do this unless you know
what personal data you hold, where it came from and who you share it
with. You should document this. Doing this will also help you to comply
with the GDPR’s accountability principle, which requires organisations to
be able to show how they comply with the data protection principles, for
example by having effective policies and procedures in place.
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You should review your current privacy notices and put a plan in place for
making any necessary changes in time for GDPR implementation.

When you collect personal data you currently have to give people certain
information, such as your identity and how you intend to use their
information. This is usually done through a privacy notice. Under the
GDPR there are some additional things you will have to tell people. For
example, you will need to explain your lawful basis for processing the
data, your data retention periods and that individuals have a right to
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complain to the ICO if they think there is a problem with the way you are
handling their data. The GDPR requires the information to be provided in
concise, easy to understand and clear language.

The ICO’s Privacy notices code of practice reflects the new requirements
of the GDPR.

You should check your procedures to ensure they cover all the rights
individuals have, including how you would delete personal data or provide
data electronically and in a commonly used format.

The GDPR includes the following rights for individuals:

e the right to be informed;

e the right of access;

e the right to rectification;

e the right to erasure;

e the right to restrict processing;

e the right to data portability;

e the right to object; and

e the right not to be subject to automated decision-making including
profiling.

On the whole, the rights individuals will enjoy under the GDPR are the
same as those under the DPA but with some significant enhancements. If
you are geared up to give individuals their rights now, then the transition
to the GDPR should be relatively easy. This is a good time to check your
procedures and to work out how you would react if someone asks to have
their personal data deleted, for example. Would your systems help you to
locate and delete the data? Who will make the decisions about deletion?

The right to data portability is new. It only applies:

e to personal data an individual has provided to a controller;

e where the processing is based on the individual’s consent or for the
performance of a contract; and

e when processing is carried out by automated means.

You should consider whether you need to revise your procedures and
make any changes. You will need to provide the personal data in a
structured commonly used and machine readable form and provide the
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information free of charge.

You should update your procedures and plan how you will handle requests
to take account of the new rules:

¢ In most cases you will not be able to charge for complying with a
request.

e You will have a month to comply, rather than the current 40 days.

¢ You can refuse or charge for requests that are manifestly unfounded
or excessive.

e If you refuse a request, you must tell the individual why and that
they have the right to complain to the supervisory authority and to
a judicial remedy. You must do this without undue delay and at the
latest, within one month.

If your organisation handles a large number of access requests, consider
the logistical implications of having to deal with requests more quickly.
You could consider whether it is feasible or desirable to develop systems
that allow individuals to access their information easily online.

'\I\ 6 | Lawful basis for processing personal data
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You should identify the lawful basis for your processing activity in the
GDPR, document it and update your privacy notice to explain it.

Many organisations will not have thought about their lawful basis for
processing personal data. Under the current law this does not have many
practical implications. However, this will be different under the GDPR
because some individuals’ rights will be modified depending on your
lawful basis for processing their personal data. The most obvious example
is that people will have a stronger right to have their data deleted where
you use consent as your lawful basis for processing.

You will also have to explain your lawful basis for processing personal
data in your privacy notice and when you answer a subject access
request. The lawful bases in the GDPR are broadly the same as the
conditions for processing in the DPA. It should be possible to review the
types of processing activities you carry out and to identify your lawful
basis for doing so. You should document your lawful bases in order to
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help you comply with the GDPR’s ‘accountability’ requirements.
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You should review how you seek, record and manage consent and
whether you need to make any changes. Refresh existing consents now if
they don’t meet the GDPR standard.

You should read the detailed guidance the ICO has published on consent
under the GDPR, and use our consent checklist to review your practices.
Consent must be freely given, specific, informed and unambiguous. There
must be a positive opt-in — consent cannot be inferred from silence, pre-
ticked boxes or inactivity. It must also be separate from other terms and
conditions, and you will need to have simple ways for people to withdraw
consent. Public authorities and employers will need to take particular
care. Consent has to be verifiable and individuals generally have more
rights where you rely on consent to process their data.

You are not required to automatically ‘repaper’ or refresh all existing DPA
consents in preparation for the GDPR. But if you rely on individuals’
consent to process their data, make sure it will meet the GDPR standard
on being specific, granular, clear, prominent, opt-in, properly documented
and easily withdrawn. If not, alter your consent mechanisms and seek
fresh GDPR-compliant consent, or find an alternative to consent.
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. 8 | Children

You should start thinking now about whether you need to put systems in
place to verify individuals’ ages and to obtain parental or guardian
consent for any data processing activity.

For the first time, the GDPR will bring in special protection for children’s
personal data, particularly in the context of commercial internet services
such as social networking. If your organisation offers online services
(‘information society services’) to children and relies on consent to collect
information about them, then you may need a parent or guardian’s
consent in order to process their personal data lawfully. The GDPR sets
the age when a child can give their own consent to this processing at 16
(although this may be lowered to a minimum of 13 in the UK). If a child is
younger then you will need to get consent from a person holding ‘parental
responsibility’.
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This could have significant implications if your organisation offers online
services to children and collects their personal data. Remember that
consent has to be verifiable and that when collecting children’s data your
privacy notice must be written in language that children will understand.
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You should make sure you have the right procedures in place to detect,
report and investigate a personal data breach.

9 | Data breaches

Some organisations are already required to notify the ICO (and possibly
some other bodies) when they suffer a personal data breach. The GDPR
introduces a duty on all organisations to report certain types of data
breach to the ICO, and in some cases, to individuals. You only have to
notify the ICO of a breach where it is likely to result in a risk to the rights
and freedoms of individuals - if, for example, it could result in
discrimination, damage to reputation, financial loss, loss of confidentiality
or any other significant economic or social disadvantage.

Where a breach is likely to result in a high risk to the rights and freedoms
of individuals, you will also have to notify those concerned directly in
most cases.

You should put procedures in place to effectively detect, report and
investigate a personal data breach. You may wish to assess the types of
personal data you hold and document where you would be required to
notify the ICO or affected individuals if a breach occurred. Larger
organisations will need to develop policies and procedures for managing
data breaches. Failure to report a breach when required to do so could
result in a fine, as well as a fine for the breach itself.
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It has always been good practice to adopt a privacy by design approach
and to carry out a Privacy Impact Assessment (PIA) as part of this.
However, the GDPR makes privacy by design an express legal
requirement, under the term ‘data protection by design and by default’. It
also makes PIAs - referred to as ‘Data Protection Impact Assessments’ or
DPIAs — mandatory in certain circumstances.
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A DPIA is required in situations where data processing is likely to result in
high risk to individuals, for example:

e where a new technology is being deployed;

e where a profiling operation is likely to significantly affect
individuals; or

e where there is processing on a large scale of the special categories
of data.

If a DPIA indicates that the data processing is high risk, and you cannot
sufficiently address those risks, you will be required to consult the ICO to
seek its opinion as to whether the processing operation complies with the
GDPR.

You should therefore start to assess the situations where it will be
necessary to conduct a DPIA. Who will do it? Who else needs to be
involved? Will the process be run centrally or locally?

You should also familiarise yourself now with the guidance the ICO has
produced on PIAs as well as guidance from the Article 29 Working Party,
and work out how to implement them in your organisation. This guidance
shows how PIAs can link to other organisational processes such as risk
management and project management.

’

'\ 11 | Data Protection Officers
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You should designate someone to take responsibility for data protection
compliance and assess where this role will sit within your organisation’s
structure and governance arrangements.

You should consider whether you are required to formally designate a
Data Protection Officer (DPQO). You must designate a DPO if you are:

e a public authority (except for courts acting in their judicial
capacity);

e an organisation that carries out the regular and systematic
monitoring of individuals on a large scale; or

e an organisation that carries out the large scale processing of special
categories of data, such as health records, or information about
criminal convictions. The Article 29 Working Party has produced
guidance for organisations on the designation, position and tasks of
DPOs.
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It is most important that someone in your organisation, or an external
data protection advisor, takes proper responsibility for your data
protection compliance and has the knowledge, support and authority to
carry out their role effectively.
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If your organisation operates in more than one EU member state, you
should determine your lead data protection supervisory authority and

document this.

The lead authority is the supervisory authority in the state where your
main establishment is. Your main establishment is the location where
your central administration in the EU is or else the location where
decisions about the purposes and means of processing are taken and
implemented.

This is only relevant where you carry out cross-border processing - ie you
have establishments in more than one EU member state or you have a
single establishment in the EU that carries out processing which
substantially affects individuals in other EU states.

If this applies to your organisation, you should map out where your
organisation makes its most significant decisions about its processing
activities. This will help to determine your ‘main establishment’ and
therefore your lead supervisory authority.

The Article 29 Working party has produced guidance on identifying a
controller or processor’s lead supervisory authority.
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Data Protection Bill
Factsheet — Overview
What are we going to do? Culture Secretary, Karen
e Make our data protection laws fit for ~ Bradley said:
the digital age in which an ever
increasing amount of data is being "The Data Protection Bill will give
processed. people more control over their

data, support businesses in their
e Empower people to take control of use of data, and prepare Britain

their data. for Brexit.
° Support UK businesses and “In the dlgltal world strong Cyber
organisations through the change. ~ Security and data protection go

hand in hand. This Bill is a key

e Ensure that the UK is prepared for compone_nt of oLl work t_O S?CUVG
the future after we have left the EU.  personal information online.

How are we going to do it?
e Replace the Data Protection Act 1998 with a new law that provides a
comprehensive and modern framework for data protection in the UK,
with stronger sanctions for malpractice.

e Set new standards for protecting general data, in accordance with
the GDPR, give people more control over use of their data, and
provide new rights to move or delete personal data.

e Preserve existing tailored exemptions that have worked well in the
Data Protection Act, carrying them over to the new law to ensure that
UK businesses and organisations can continue to support world
leading research, financial services, journalism and legal services.

e Provide a bespoke framework tailored to the needs of our criminal
justice agencies and national security organisations, including the
intelligence agencies, to protect the rights of victims, withesses and
suspects while ensuring we can tackle the changing nature of the
global threats the UK faces.
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Background

The Data Protection Bill was announced in the Queen’s Speech on 21
June 2017. It will implement the government's manifesto commitments to
update data protection laws.

The Data Protection Act 1998 has served us well and placed the UK at
the front of global data protection standards. With this Bill we are
modernising the data protection laws in the UK to make them fit for
purpose for our increasingly digital economy and society.

As part of this the Bill we will apply the EU’s GDPR standards, preparing
Britain for Brexit. By having strong data protection laws and appropriate
safeguards, businesses will be able to operate across international
borders. This ultimately underpins global trade and having unhindered
data flows is essential to the UK in forging its own path as an ambitious
trading partner. We will ensure that modern, innovative uses of data can
continue while at the same time strengthening the control and protection
individuals have over their data.

The main elements of the Bill are:-
General data processing

e Implement the GDPR standards across all general data processing.

e Provide clarity on the definitions used in the GDPR in the UK
context.

e Ensure that sensitive health, social care and education data can
continue to be processed to ensure continued confidentiality in
health and safeguarding situations can be maintained.

e Provide appropriate restrictions to rights to access and delete data
to allow certain processing currently undertaken to continue where
there is a strong public policy justification, including for national
security purposes.

e Set the age from which parental consent is not needed to process
data online at age 13.
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Law enforcement processing

e Provide a bespoke regime for the processing of personal data by
the police, prosecutors and other criminal justice agencies for law
enforcement purposes.

e Allow the unhindered flow of data internationally whilst providing
safeguards to protect personal data.

National Security processing

e Ensure that the laws governing the processing of personal data by
the intelligence services remain up-to-date and in-line with
modernised international standards, including appropriate
safeguards with which the intelligence community can continue to
tackle existing, new and emerging national security threats.

Regulation and enforcement

e Enact additional powers for the Information Commissioner who will
continue to regulate and enforce data protection laws.

e Allow the Commissioner to levy higher administrative fines on data
controllers and processors for the most serious data breaches, up to
£17m (€20m) or 4% of global turnover for the most serious
breaches.

e Empower the Commissioner to bring criminal proceedings against
offences where a data controller or processor alters records with
intent to prevent disclosure following a subject access request.

Factsheets covering these measures will be published alongside the Bill
https://www.gov.uk/government/collections/data-protection-bill-2017
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Key Questions and Answers
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How does the Bill differ from GDPR?

The Bill is a complete data protection system, so as well as
governing general data covered by GDPR, it covers all other
general data, law enforcement data and national security data.
Furthermore, the Bill exercises a number of agreed modifications to
the GDPR to make it work for the benefit of the UK in areas such as
academic research, financial services and child protection.

What is the impact on business?

Organisations which already operate at the standard set by the Data
Protection Act 1998 should be well placed to reach the new
standards.

The Bill will mean that UK organisations are best placed to continue
to exchange information with the EU and international community,
which is fundamental to many businesses.

The Information Commissioner is already working to help
businesses to comply with the new law from May 2018 and will be
taking a fair and reasonable approach to enforcement after that
date.

Does the Bill require organisations to improve cyber security?
Effective data protection relies on organisations adequately
protecting their IT systems from malicious interference. In
implementing the GDPR standards, the Bill will require
organisations that handle personal data to evaluate the risks of
processing such data and implement appropriate measures to
mitigate those risks. For many organisations such measures will
likely need to include effective cyber security controls.



